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Description 

BACKGROUND OF THE INVENTION 
5 1. Field of the Invention 

[0001] The present invention relates to an information processing apparatus, an information processing method, 
and a program storage medium, and more particularly, to an information processing apparatus, an information process- 
ing method, and a program storage medium, which make it possible to prevent data from being tempered or copied in 
10 an unauthorized manner. 

2. Description of the Related Art 

[0002] Digital technology has become very popular. As a result, various types of content data such as music data 
15 and image data are digitally recorded and reproduced onto or from a storage medium. This makes it possible to copy 
content data many times without resulting in degradation in image or sound quality. 
[0003] However, the advance in the digital technology has created the following problems. 

1 . For example, digital music data can be copied from a compact disk (CD) into a hard disk of a personal computer. 
20 In this case, the music data recorded on the CD is directly recorded on the hard disk or recorded after being com- 
pressed. This makes it possible to distribute a great number of copies via a network such as the Internet 

2. There is no limitation in the maximum number of times that digital music data is copied from a CD into a hard 
disk of a personal computer. This makes it possible to distribute a great number of copies. . 

3. When digital music data recorded on a hard disk of a personal computer is copied into an external device such 
25 as a portable device, the original music data remains on the hard disk after making a copy. This makes it possible 

to distribute a great number of copies. 

4. The problem described in (3) may- be avoided if a personal computer is controlled by software such that data 
such as digital music data stored an a hard disk is deleted after the data has been transferred to an external device 
(that is, music data is moved). However, even in this case, the original data can be left on the hard disk by making 

30 a backup copy of the data stored on the hard disk onto another storage medium before moving the data and restor- 
ing the backup data onto the hard disk 

5. When digital music data recorded on a hard disk of a computer is copied into an external device such as a port- 
able device, the personal computer does not check the authorization of the external device. This makes it possible 
to copy digital music data into an unauthorized device. 

35 6. When digital music data is copied from an external device such as a portable device into a personal computer, 
the external device does not check the authorization of software which controls the personal computer. This makes 
it possible to copy digital music data into a personal computer using unauthorized software. 

7. In some cases, when music data is reproduced by a personal computerfrom a CD, tSRC (International Standard 
Recording Code) included in the music data is used by the personal computer to determine whether a plurality of 

40 contents are the same or not. However, some CDs do not include ISRC data. In this case, it is impossible to deter- 
mine whether a plurality of contents are the same or not. 

8. The various functions described above are realized on a personal computer by means of software. Therefore, if 
the software is tempered, it may become possible to operate the computer in a manner different from that intended 
by a system designer. 

45 

[0004] In view of the above, an object of the present invention is to provide a technique for preventing content data 
stored on a hard disk from being tempered or copied in an unauthorized manner. 

SUMMARY OF THE INVENTION 

50 

[0005] In accordance with an aspect of the present invention, there is provided an information processing appara- 
tus comprising: storage means for storing content data encrypted with an encryption key; holding means for holding 
management information associated with the content data stored in the storage means; calculation means for perform- 
ing a predetermined calculation on the basis of the encryption key and calculation Information Included In the manage- 
55 ment information, the calculation information including update information which is updated with predetermined timing; 
memory means for storing the result of the calculation performed by the calculation means; and control means for com- 
paring the result of the calculation performed by the calculation means with a previous calculation result stored in the 
memory means and controlling use of the content data stored in the storage means in accordance with the result of the 
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comparison. Preferably, the calculation means parforms the calculation by applying a hash function to the calculation 
information and the encryption key. 

[0006] Preferably, the content data is music data, the calculation information includes identification information 
identifying the music data, and the holding means holds the update information in an area which is not allowed to be 
read or written for a general purpose. 

[0007] According to another aspect of the present invention, there is provided an information processing method 
comprising the steps of: storing content data encrypted with an encryption key; holding management information asso- 
ciated with the content data stored in the storage step; performing a predetermined calculation on the basis of the 
encryption key and calculation information included in the management information, the calculation information includ- 
ing update information which is updated with predetermined timing; memory means for memorizing the result of the cal- 
culation performed in the calculation step; and comparing the result of the calculation performed in the calculation step 
with a previous calculation result memorized in the memorizing step and controlling use of the content data stored in 
the storage step in accordance with the result of the comparison. 

[0008] According to still another aspect of the present invention, there is provided a program storage medium on 
which a program is stored, the program including the steps of: storing content data encrypted with an encryption key; 
holding management information associated with the content data stored in the storage step; performing a predeter- 
mined calculation on the basis of the encryption key and calculation information included in the management informa- 
tion, the calculation information including update information which is updated with predetermined timing; memory 
means for memorizing the result of the calculation performed in the calculation step; and comparing the result of the 
calculation performed in the calculation step with a previous calculation result memorized in the memorizing step and 
controlling use of the content data stored in the storage step in accordance with the result of the comparison. 
[0009] As described above, in the information processing apparatus, the information method, and the program 
stored in the program storage medium, according to the present invention, the result of a calculation performed on the 
basis of calculation information and an encryption key is compared with a previous calculation result, and use of stored 
content data is controlled in accordance with the comparison result 

BRIEF DESCRIPTION OF THE DRAWINGS 

[O01O] 

Fig. 1 is a schematic diagram illustrating an embodiment of a content data management system according to the 
present invention; 

Fig. 2 is a schematic diagram illustrating a configuration of a personal computer shown in Fig. 1 ; 
Fig. 3 is a schematic diagram illustrating a configuration of a portable device shown in Fig. 1 ; 
Fig. 4 is a block diagram illustrating functions of the personal computer shown in Fig. 1; 
Fig. 5 is a schematic diagram illustrating a content file; 

Fig. 6 is a flow chart illustrating the process of outputting a content from a portable device shown in Fig. 1 to the 
personal computer shown in Fig. 1 ; 

Fig. 7 is a schematic diagram illustrating the operation of the flash memory shown in Fig. 3, performed during the 
process shown in Fig. 6; 

Fig. 8 is a schematic diagram illustrating a media defect list; 

Fig. 9 is a flow chart illustrating the process of moving data from a portable device to the HDD shown in Fig. 2; and 
Fig. 1 0 is a schematic diagram illustrating the operation of the flash memory, performed during the process shown 
in Fig. 9. 

DESCRIPTION OF THE PREFERRED EMBODIMENT 

[0011] Fig. 1 is a schematic diagram illustrating an embodiment of a content data management system according 
to the present invention. A personal computer 1 is connected to a network 2 such as a local area network or the Internet. 
If the personal computer 1 receives music data (hereinafter also represented as a content) from any of EMD (electrical 
music distribution) servers 4-1 to 4-3 or form a CD (compact disc) which will be described later, the personal computer 
1 stores the received data after compressing and encrypting it according to a predetermined compression method 
(such as ATRAC-3 (trade mark)) and an encryption method such as DES (Data Encryption Standard). 
[0012] The personal computer 1 also stores data representing rules of using the content stored in the encrypted 
fashion. 

[0013] The usage rule data represents, for example, the number of portable devices (PDs) allowed to simultane- 
ously use the content corresponding to that usage rule data (that is, the number of PDs allowed to be checked out). "The 
personal computer 1 can reproduce the content as long as the number of checked-out PDs is equal to or less than the 
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number specified by the usage rule data. 

[0014] The usage rule data also indicates that the content is allowed to be copied. That is, even when the content 
has been copied to any of portable devices 6-1 to 6-3, the personal computer 1 can reproduce the content stored ther- 
eon. The maximum number of times that the content is allowed to be copied to portable devices 6-1 to 6-3 may be spec- 

s ified. In this case, the content cannot be copied a greater number of times than the specified number of times. 

[0015] The usage rule data may also indicate that the content is allowed to be moved into another personal com- 
puter. If the content is moved into any of portable devices 6-1 to 6-3, the content stored in the personal computer 1 
becomes unusable (the content is deleted or the usage rule data is changed so that use of the content is disabled). 
[0016] The details of the usage rule data will be described later. 

io [0017] When a content stored in the encrypted fashion is copied together wfth associated data (representing the 
content title and the reproduction conditions) from the personal computer 1 into the portable device 6-Tvia a USB (uni- 
versal serial bus) 7-1, the usage rule data associated with the copied content is updated (that is, checked out). More 
specifically, when a content is checked out, the usage rule data stored in the persona! computer 1 in terms of the max- 
imum allowable checkout number corresponding to the checked-out content is decremented by 1. If the maximum 

15 allowable checkout number is equal to 0, the corresponding content is no longer allowed to be checked out. 

[0018] A content stored in the encrypted form in the personal computer 1 may also be copied together with associ- 
ated data into the portable device 6-2 via the USB cable 7-2. In this case, the usage rule data associated with the con- 
tent copied to the portable device 6-2 is updated. Similarly, when a content stored in the encrypted form in the personal 
computer 1 is copied together with associated data into the portable device 6-3 via the USB cable 7-3, the usage rule 

20 data associated with the content copied to the portable device 6-3 is updated. 

[0019] The personal computer 1 may send a command via the USB cable 7-1 to the portable device 6-1 to delete 
(or disable use of) a content which has been checked out In this case, the usage rute data associated with the deleted 
content is updated (that is, checked in). More specifically, when a content is checked in, the usage rule stored in the 
personal computer 1 in terms of the maximum allowable checkout number corresponding to the checked-ln content is 

25 incremented by t. 

[0020] The personal computer 1 may also send a command via the USB cable 7-2 to the portable device 6-2 to 
delete (or disable use of) a content which has been checked out. In this case, the usage rule data associated with the 
deleted content is updated. Similarly, the personal computer 1 may also send a command via the USB cable 7-3 to the 
portable device 6-3 to delete (or disable use of) a content which has been checked out, and the usage rule data asso- 

30 dated with the deleted content may be updated. 

[0021] In the case where the portable device 6-1 has checked out a content from another personal computer (not 
shown in Fig. 1) other than the personal computer 1, that content cannot be checked in into the personal computer 1. 
Similarly, in the case where the portable device 6-2 has checked out a content from another personal computer other 
than the personal computer 1 , that content cannot be checked in into the personal computer 1 . Furthermore, in the case 

35 where the portable device 6-3 has checked out a content from another personal computer other than the personal com- 
puter 1 , that content cannot be checked in into the personal computer 1 . 

[0022] When the personal computer 1 starts to acquire a content from one of EMD servers 4-1 to 4-3, the persona! 
computer 1 requests an EMD registration server 3 to transmit an authentication key required for mutual authentication 
between the personal computer 1 and one of the EMD servers 4-1 to 4-3. In response to the request from the personal 
40 computer 1 , the EMD registration server 3 transmits the authentication key to the personal computer 1 via the network 
2. The EMD registration server 3 also transmits to the personal computer 1 a program required for connection with one 
of EMD servers 4-1 to 4-3. 

[0023] If the EMD server 4-1 receives a request from the personal computer 1, the EMD server 4-1 supplies a 
requested content together with associated data (representing, for example, its title and limitations in terms of reproduc- 
es Hon) to the personal computer 1 via the network 2. Similarly, if the END server 4-2 receives a request from the personal 
computer 1 , the EMD server 4-2 supplies a requested content together with associated data to the personal computer 
1 via the network 2. Furthermore, if the EMD server 4-3 receives a request from the personal computer 1 , the EMD 
server 4-3 supplies a requested content together with associated data to the personal computer 1 via the network 2. 
[0024] The contents supplied from the respective EMD servers 4-1 to 4-3 are compressed in accordance with the 
so same or different compression methods. The contents supplied from the respective EMD servers 4-1 to 4-3 are 
encrypted in accordance with the same or different encryption methods. 

[0025] If a WWW (World Wide Ueb) server 5-1 receives a request from the personal computer 1 , the WWW server 
5-1 transmits data representing information (as to for example the album title and the manufacturer of the CD)associ- 
ated with the CD a content of which Is read and data representing Information (as to for example the content title and 
55 the composer name) associated with the content to the personal computer 1 via the network 2. if a WWW (World Wide 
Ueb) server 5-2 receives a request from the personal computer 1, the WWW server 5-2 transmits data representing 
information associated with the CD a content of which is read and data representing information associated with the 
content to the personal computer 1 via the network 2. 
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[0026] The portable device 6-1 stores a content supplied from the personal computer 1 (that is, a checked-out con- 
tent) together with associated data (representing, for example, the title and/or limitations in terms of reproduction 
thereof). In accordance with the data associated with the content, the portable device 6-1 reproduces the content stored 
therein and outputs it to a headphone or the like (not shown). 
5 [0027] For example, if a content is attempted to be reproduced a greater number of times than the maximum allow- 
able number of times specified by the data associated with the content, the portable device 6-1 terminates the repro- 
duction of that content. If a content is attempted to be reproduced after the expiration date specified by the data 
associated with the content, the portable device 6-1 does not reproduce that content. 

[0028] A user may remove the portable device 6-1 , in which the content is stored, from the personal computer 1 , 
10 and may carry ft to reproduce the stored content and listen to music corresponding to the content via a headphone or 
the like. 

[0029] Similarly, the portable device 6-2 stores a content supplied from the personal computer 1 together with asso- 
ciated data. In accordance with the data associated with the content, the portable device 6-2 reproduces the content 
stored therein and outputs it to a headphone or the like (not shown). A user may remove the portable device 6-2, in 
is which the content is stored, from the personal computer 1 , and may carry it to reproduce the content and listen to music 
corresponding to the content via a headphone or the like. 

[0030] Similarly, the portable device 6-3 stores a content supplied from the personal computer 1 together with asso- 
ciated data. In accordance with the data associated with the content, the portable device 6-3 reproduces the content 
stored therein and outputs it to a headphone or the like (not shown). A user may remove the portable device 6-3, in 
20 which the content is stored, from the personal computer 1 , and may carry itto reproduce the content and listen to music 
corresponding to the content via a headphone or the like. 

[0031] In the following discussion, in the case where one of the portable devices 6-1 to 6-3 is described without 
specifying a particular one, it is represented simply as a portable device 6. 

[0032] Fig. 2 illustrates a configuration of the personal computer 1 . A CPU (central processing unit) 1 1 executes 
25 various application programs (which will be described in detail later) and an OS (operating system). A ROM (read only 
memory) 12 stores a fixed part of a program and/or a fixed parameter used by the CPU 1 1 . A RAM (random access 
memory) 13 stores a program executed by the CPU 1 1 and/ora parameter which may vary during the execution of the 
program. These elements are connected to one another via a host bus 14 such as a CPU bus. 
[0033] The host bus 14 is connected to an external bus 1 6 such as a PCI (peripheral component interconnect/inter- 
30 face) bus via a bridge 1 5. 

[0034] A keyboard 1 8 is used by a user to input various commands to the CPU 11. A mouse 19 is used by the user 
to designate .or select a point on the screen of a display 20. The display 20 may be a liquid crystal display or a CRT 
(cathode ray tube) display and it servers to display various kinds of information in the form of a text or an image. An 
HDD (hard disk drive) 21 drives a hard disk so as to record or reproduce a program executed by the CPU 1 1 or other 
35 information. 

[0035] The drive 22 reads data or a program from a magnetic disk 41 , an optical disk (such as a CD) 42, a magne- 
tooptical disk 43, or a semiconductor memory 44 loaded on the drive 22 and supplies the resultant data or program to 
a RAM 13 via an interface 17, the external bus 16. the bridge 15, and the host bus 14. 

[0036] A USB port 23-1 is connected to the portable device 6-1 via'a USB cable 7-1 . The USB port 23-1 outputs 
40 data (such as a content or a command to the portable device 6-1 ) supplied from the HDD 21 , the CPU 1 1 , or the RAM 
13 via the interface 17, the external bus 17, the bridge 15, and/or the host bus 14, to the portable device 6-1 . 
[0037] A USB port 23-2 is connected to the portable device 6-2 via a USB cable 7-2. The USB port 23-2 outputs 
data (such as a content or a command to the portable device 6-2) supplied from the HDD 21 , the CPU 1 1 , or the RAM 
13 via the interface 17, the external bus 17, the bridge 15, and/or the host bus 1 4, to the portable device 6-2^ 
45 [0038] A USB port 23-3 is connected to the portable device 6-3 via a USB cable 7-3. The USB port 23-3 outputs 
data (such as a content or a command to the portable device 6-3) supplied from the HDD 21 , the CPU 1 1 , or the RAM 
13 via the interface 17, the external bus 17, the bridge 15, and/or the host bus 14, to the portable device 6-3. 
[0039] An audio input/output interface 24 has an IEC (International Electrotechnical Commission) -60958 terminals 
24a and executes an interfacing process to input/output digital audio data or analog audio data. A loudspeaker 45 gen- 
50 erates a voice/sound corresponding to the content in accordance with the audio signal supplied via the audio input/out- 
put interface 24. 

[0040] The above-described parts from the keyboard 1 8 to the audio input/output interface 24 are connected to an 
interface 17 which is connected to the CPU 1 1 via the external bus 16, the bridge 15, and the host bus 14. 
[0041] A communication device 25 Is connected to the network 2 so that data (such as a registration request or a 
55 content transmission request) supplied from the CPU 1 1 orthe HDD 21 is transmitted in the form of packets via the net- 
work 2. The communication device 25 is also used to receive data (such as an authentication key or a content) in the 
form of packets and supply the received data to the CPU 1 1, the RAM 13, or the HDD 21 . 

[0042] An adapter 26 has a CPU 32 which is generally constructed in the form of a semiconductor integrated circuit. 
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When the adapter 26 is mounted on the personal computer 1 , the CPU 32 cooperates with the CPU 1 1 via the external 
bus 16, the bridge 15, and the host bus 14 so as to execute various processes. A RAM 33 is used to store data or a 
program required for the CPU 32 to execute various processes. A nonvolatile memory 34 stores data which is needed 
to be held after the power of the personal compute 1 is turned off. A ROM 36 stores a program for decrypting an 
5 encrypted program received from the personal computer 1 . An RTC (real time clock) 35 performs a clocking operation 
and supplies time information. 

[0043] The communication device 25 and the adapter 26 are connected to the CPU 11 via the external bus 16, the 
bridge 15, and the host bus 14. 

[0044] In the following discussion, when one of the USB ports 23-1 to 23-3 is described without specifying a partic- 
10 ular one, it Is represented simply as a USB port 23. Similarly, when one of the USB cables 7-1 to 7-3 is described with- 
out specifying a particular one, it is represented simply as a USB cable 7. 

[0045] The configuration of the portable device 6 is described below with reference to Fig. 3. A power supply circuit 
52 receives a power supply voltage from a dry battery 51 and converts it internal power with a predetermined voltage. 
The resultant power is supplied to various parts from the CPU 53 to the display 67 over the entire portable device 6. 
is [0046] When a USB controller 57 is connected to the personal computer 1 via a USB connector 56 and a USB cable 
7, if the USB controller 57 receives data such as a content from the personal computer 1 , the USB controller 57 trans- 
fers it to the CPU 53 via an internal bus 58. 

[0047] The data transmitted from the personal computer 1 is formed of packets each consisting of 64 bytes, and the 
data is transmitted at a rate of 1 2 Mbits/sec. The data transmitted into the portable device 6 is formed of a header and 

so a content (as will be described in detail later). 

[0048] If the portable device 6 receives a content write command together with a content from the personal compu- 
ter 1, the CPU 53 controls the flash memory controller 60 so as to write the content received from the personal compu- 
ter 1 into the flash memory 61 in accordance with the write command, under the control of the main program loaded 
from the ROM 55 into the RAM 54. 

25 [0049] The flash memory has a storage capacity of about 64 Mbytes available for storing contents. The flash mem- 
ory 61 Includes a reproduction code for decompressing a compressed content according to a predetermined method. 
[0050] The flash memory 61 is constructed in the form of a memory card which may be removed from the portable 
device 6. 

[0051] If a user presses a play/stop button (not shown), and if, as a result, a play command is supplied to the CPU 
30 . 53 via a command key controller 62, the CPU 53 controls the flash memory controller 60 so as to read a reproduction 
code and a content from the flash memory 61 and transfer them to a DSP 59. 

[0052] In accordance with the reproduction code received from the flash memory 61, the DSP 59 performs a CRC 
(cyclic redundancy check) error detection operation upon the content and then reproduces it. The reproduced data 
(denoted by D1 in Fig. 3) is supplied to a digital-to-analog converter 63. 

35 [0053] The DSP 59 reproduces a content in synchronization with a master clock MCLK generated by an internal 
oscillator circuit coupled with an oscillator 59A which includes an external quartz resonator. To the digital-to-analog con- 
verter 63, the DSP 59 also supplies the master clock MCLK, a bit clock BCLK with a predetermined frequency gener- 
ated by the internal oscillator circuit on the basis of the master clock MCLK, and operation clocks LRCLK including an 
L-channel clock LCKL and an R-channel clock RCLK with a period corresponding to the frame interval. 

40 [0054] The DSP 59 supplies the above-described operation clocks to the digital-to-analog converter 63 In accord- 
ance with the reproduction code when a content is being reproduced. However, when no content is reproduced, the 
DSP 50 stops the supply of the operation clocks in accordance with the reproduction code, thereby stopping the oper- 
ation of the digital-to-analog converter 63 so as to reduce the total power consumption of the portable device 6. 
[0055] Similarly, the CPU 53 and the USB controller 57 have external oscillators 53A and 57A, respectively, each 

45 including a quartz resonator, and they perform various operations in accordance with master clocks MCLK supplied 
from the oscillators 53A and 57A. 

[0056] By forming the portable device 6 in the above-described manner, it becomes unnecessary for the portable 
device 6 to include a clock generator module for supplying a clock to circuit blocks such as the CPU 53, the DSP 59, 
and the USB controller 57. This results in a simplification in the circuit configuration and also a reduction in size, 
a? [0057] The digital-to-analog converter 63 converts the reproduced content to an analog audio signal and supplies 
the resultant signal to an amplifier 64. The amplifier 64 amplifies the audio signal and supplies the amplified audio signal 
to a headphone (not shown) via a headphone jack 65. 

[0058] As described above, when the play/stop button (not shown) of the portable device 6 is pressed, a content 
stored in the flash memory 61 is reproduced under the control of the CPU 53. If the play/stop button Is pressed during 
55 the reproducing operation, the reproduction of the content is stopped. 

[0059] After stopping the reproduction, if the play/stop button of the portable device 6 is pressed again, the repro- 
duction of the content is restarted from the position where the reproduction has been stopped, under the control of the 
CPU 53. If no operation is performed for several seconds after the play/stop button was pressed to stop the reproduc- 
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Hon, the portable device 6 automatically turns off the power so as to reduce the power consumption. 
[0060] If the play/stop button is pressed after the power has been turned off, the portable device 6 starts reproduc- 
ing the content not from the position where the reproduction has been stopped by the previous operation of pressing 
the play/stop button, but from the beginning of the content, 
s [0061] The CPU 53 of the portable device 6 controls the LCD controller 66 so as to display, on the display unit 67, 
information as to the reproduction mode (such as a repeat mode, a scan-and-play mode) the equalizer controller (gain 
controller for controlling the gains of an audio signal for various frequency bands), the content number, the play time, 
the operation status (play, stop, fast-forward, reverse), the sound volume, and Ihe remaining capacity of the dry battery 
51. 

10 [0062] ■ Furthermore, the portable device 6 includes an EEPROM 68 which stores a FAT (file allocation table) repre- 
senting the number of contents stored in the flash memory 61, the block locations of the flash memory 61 where the 
contents are stored, and other various kinds of memory storage information. 

[0063] In the present embodiment, each content is handled in units of blocks each including 64 Kbytes, and the 
block location of each content is described in the FAT. 
is [0064] In the case where the FAT is stored in the flash memory 61, the FAT is stored as follows. For example, if a 
first content is written into the flash memory 61 under the control of the CPU 53, the block location of the first content 
is written in the FAT in the flash memory 61 . If a second content is written thereafter in the flash memory 61 , the block 
location of the second content is written in the FAT in the flash memory 61 {in the same memory area as the first con- 
tent). 

20 [0065] As described above, the FAT is updated each time a content is written into the flash memory 61 , and the 
same data Is written in a duplicated fashion for the purpose of backup. 

[0066] If the FAT is written in the flash memory 61 , the same area of the flash memory 61 is rewritten twice each 
time a content is written. As a result, a small number of operations of writing contents into the flash memory 61 causes 
the number of rewriting operations to reach the maximum allowable number, and it becomes impossible to further 
25 rewrite the flash memory 61. 

[0067] In the portable device 6, in order to avoid the above problem, the FAT Is stored in the EEPROM 68 Instead 
of the flash memory 61 thereby reducing the number of operations of rewriting the flash memory 61 required each time 
a content is written. 

[0068] In the portable device 6, because the FAT which is frequently rewritten is stored in the EEPROM 68, the 
30 maximum allowable number of writing operations becomes several ten times or more greater than can be when the FAT 
is stored In the flash memory 61 . Furthermore, the CPU 53 controls the EEPROM 68 such that the FAT is written in an 
appended fashion, thereby reducing the number of writing operation into the same area of the EEPROM 68 and thus 
preventing the EEPROM 68 from becoming unusable in a short time. 

[0069] If the portable device 6 is connected to the personaf computer 1 via the USB cable 7 (hereinafter, this state 
35 is represented as a USB-connected state), the USB controller 57 sends an interrupt signal to the CPU 53. Thus, the 
CPU 53 recognizes that the portable device 6 has been connected to the personal computer 1 . 
[0070] As a result, a current with a predetermined magnitude is supplied from the personal computer 1 to the port- 
able device 6 via the USB cable 7. Furthermore, the CPU 53 controls the power supply circuit 52 such that the supply 
of power from the dry battery 51 is stopped. 
40 [0071] When the portable device 6 is in the USB-connected state, the CPU 53 controls the DSP 59 so as to stop 
reproducing, a content thereby preventing the external power supplied from the personal computer 1 from exceeding the 
maximum allowable current and thus allowing specified external power to be supplied to the portable device 6. 
[0072] When the portable device 6 is USB-connected, the CPU 53 switches the power supply from the dry battery 
51 to that supplied from the personal computer 1 as described above, so that the external electric power which is sup- 
45 plied from the personal computer 1 and which needs lowercost is used instead of using the dry battery.51 which needs 
higher power cost. This saves the life of the dry battery 51 . 

[0073] When external power is supplied to the portable device 6 from the personal computer 1 via the USB cable 
7, the CPU 53 stops the reproducing operation of the DSP 59 thereby reducing radiation from the DSP 59 and thus 
reducing the total radiation from the system including the personal computer 1 . 

so [0074] Fig. 4 is a block diagram illustrating the functions of the personal computer 1 achieved by means of execut- 
ing a program by the CPU 1 1. A content management program 11 1 is formed of a plurality of programs Including an 
RMD selection program 131 ,s a check-in/check-out management program 132, an encryption method conversion pro- 
gram 135, a compression method conversion program 136, an encryption program 137, a usage rule conversion pro- 
gram 139, a usage rule management program 140, an authentication program 141, a decryption program 142, a PD 

55 driver 143, a purchase program 144, and a purchase program 145. 

[0075] The content management program 1 1 1 is described by shuffled or encrypted instructions so that the instruc- 
tions are concealed from the outside. This makes it difficult for an unauthorized user to analyze the instructions (more 
specifically, if the unauthorized user directly reads the purchase program 144, it is impossible to analyze the instruc- 
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tions). 

[0076] The EMD selection program 131 is not included in the content management program 1 1 1 initially installed 
in the personal computer 1, but the EMD selection program 131 is downloaded from an EMD registration serer 3 via the 
network during an EMD registration process which will be described later. The EMD selection program 131 selects one 
s of EMD servers 4-1 to 4-3 and connects the personal computer 1 to the selected EMD server. After achieving the con- 
nection, the purchase application program 115 or the purchase program 144 or 145 communicates with the selected 
EMD server of the EMD servers 4-1 to 4-3 (so as to download a content to be purchased). 

[0077] The check-in/check-out management program 1 32 checks out a content stored in one of the content files 
1 61 -1 to 161-N to one of the portable devices 6-1 to 6-3 or checks in a content stored in one of the portable device 6-1 
10 to 6-3j in accordance with the check-in/check-out conditions and the usage, rule files 1 62-1 to 1 62-N stored in the con- 
tent database 1 14. 

[0078] Depending on the check-in/check-out process performed, the check-in/check-out management program 
132 updates the usage rule data described in the usage rule files 1 62-1 to 162-N stored in the content database 1 14. 
[0079] A copying management program 133 copies a content stored in one of content files 161-1 to 161-N into one 

15 of portable devices 6-1 to 6-3 or copies a content from one of portable devices 6-1 to 6-3 into the content database 114, 
in accordance with the usage rule files 1 62-1 to 1 62-N described in the content database 1 1 4. 
[0080] A movement management program 134 moves a content stored in one of content files 161-1 to 161-N into 
one of portable devices 6-1 to 6-3 or moves a content from one of portable devices 6-1 to 6-3 into the content database 
114, in accordance with the usage rule files 162-1 to 162-N described in the content database 114. 

20 [0081] The encryption conversion program 135 converts the encryption method of acontent received from the EMD 
server 4-1 via the network 2 under the control of the purchase application program 115, orthe encryption method of a 
content received from the EMD server 4-2 under the control of the purchase program 144, orthe encryption method of 
a content received from the EMD server 4-3 under the control of the purchase program 145, into the same encryption 
method as that of contents stored in the content files 1 61-1 to 161-N stored in the content database 1 14. 

25- [0082] . The encryption method conversion program 135 also performs a conversion when a content is checked out 
Into any of the portable devices 6-1 to 6-3 such that the content is encrypted according to an encryption method which 
can be decrypted by the portable devices 6-1 to 6-3. 

[0083] The compression method conversion program 136 converts the compression method of a content received 
from the EMD server 4-1 via the network 2 under the control of the purchase application program 1 15, the compression 

30 method of a content received from the EMD server 4-2 underthe control of the purchase program 144, orthe encryption 
method of a content received from the EMD server 4-3 under the control of the purchase program 145, into the same 
compression method as that of contents stored in the content files 161-1 to 161-N stored in the content database 114. 
[0084] When a content is checked out into any of the portable devices 6-1 to 6-3, the compression method conver- 
sion program 136 converts the compression method of the content to be checked out into a conversion method which 

35 is allowed in the portable device 6-1 or 6-3. 

[0085] Iftheencryptionprogram137receives,fromtherecordingprogram113,acontent(notencrypted) readfrom 
for example a CD, the encryption program 137 encrypts the received content in accordance with the same encryption 
method as that of contents of the content files 161-1 to 161-N stored in the content database 114. 
[0086] If the compression/decompression program 138 receives, from the recording program 1 13, a content (not 

40 compressed) read from for example a CD, If the compression/decompression program 138 compresses the received 
content in accordance with the same compression method as that of contents of the content files 161-1 to 161-N stored 
in the content database 114. The compression/decompression program 138 also decompresses a compressed con- 
tent, as required. 

[0087] The usage rule conversion program 139 the usage rule data associated with a content received from the 
45 EMD server 4-1 via the network 2 underthe control of the purchase application program 115, the usage rule data asso- 
ciated with a content received from the EMD server 4-2 under the control of the purchase program 144, or the usage 
rule data associated with a content received from the EMD server 4-3 under the control of the purchase program 145, 
into the same format as that of the usage rule data described in the usage rule files 1 62-1 to 1 62-N stored in the content 
database 114. 

so [0088] The usage rule conversion program 1 39 also performs a conversion when a content is checked out into any 
of the portable devices 6-1 to 6-3 such that the usage rule data associated with the checked-out content becomes usa- 
ble by the portable devices 6-1 to 6-3. 

[0089] Before copying, moving, checking-in, or checking-out a content, the usage rule management program 140 
checks whether the usage rule data has been tempered, on the basis of the hash value (which will be described later) 
55 corresponding to the usage rule data described in the usage rule files 1 62-1 to 1 62-N stored in the content database 
114. If usage rule data described in any of the usage rule files 162-1 to 162-N stored in the content database 114 is 
updated in response to the operation of copying, moving, checking-in or checking-out a content, the usage rule man- 
agement program 140 updates the hash value corresponding to the updated usage rule data. 
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[0090] The authentication program 1 41 performs mutual authentication between the content management program 
11 1 and the purchase application program 1 15, and also performs mutual authentication between the content manage- 
ment program 111 and the purchase program 144. The authentication program 141 includes an authentication key 
used in the mutual authentication process between the EMD server 4-1 and the purchase application program 115, 
between the EMD server 4-2 and the purchase program 144, and between the EMD server 4-3 and the purchase pro- 
gram 145. 

[0091] The authentication key used by the authentication program in the mutual authentication is not included in the 
authentication program 141 when the content management program 111 is installed into the personal computer 1. 
When registration has been successfully performed by the display control program 112, the authentication key is sup- 
plied from the EMD registration server 3 and stored in the authentication program 1 41 . 

[0092] When the personal computer 1 reproduces a content stored in any of the content files 1 61 -1 to 1 61 -N in the 
content database 1 14, the decryption program 142 decrypts the content. 

[0093] When a content is checked out into the portable device 6-2 or when a content is checked in from the portable 
device 6-2, the PD driver 143 supplies the content to the portable device 6-2 and sends a command to the portable 
device 6-2 to perform the checking-out or checking-in process. 

[0094] When a content is checked out into the portable device 6-1 or when a content is checked in from the portable 
device 6-1 , the PD driver 143 supplies the content to the device driver 1 1 6-1 and sends a command to the device driver 
116-1 to perform the checking-out or checking-in process. 

[0095] When a content is checked out into the portable device 6-3 or when a content is checked in from the portable 
device 6-3, the PD driver 143 supplies the content to the device driver 1 16-2 and sends a command to the device driver 
1 1 6-2 to perform the checking-out or checking-in process. 

[0096] The purchase program 1 44 is a so-called plug-in program which is installed together with the content man- 
agement program 1 1 1 . The purchase program 1 44 may be supplied from the EMD registration server 3 via the network 
2 or may be supplied via a CD. When the purchase program 144 is installed into the personal computer 1 , the purchase 
program 144 exchange data with the content management program 1 1 1 via an interface in a predetermined form pro- 
vided In the content management program 111. 

[0097] The purchase program 144 is described by shuffled or encrypted instructions so that the instructions are 
concealed from the outside. This makes it difficult for an unauthorized user to analyze the instructions (more specifically, 
if the unauthorized user directly reads the purchase program 1 44, it is impossible to analyze the instructions). 
[0098] The purchase program 144 requests via the network2 the EMD server4-2 to transmit a desired content, and 
receives the content from the EMD server 4-2. The purchase program 144 performs an accounting process when a 
content is received from the EMD server 4-2. 

[0099] The purchase program 145 is installed together with the content management program 111. The purchase 
program 145 requests via the network 2 the EMD server 4-3 to transmit a desired content, and receives the content 
from the EMD server 4-3. The purchase program 145 performs an accounting process when a content is received from 
the EMD server 4-3. 

[0100] The display control program 112 displays a window image on the display 20 in accordance with the filtering 
data file 181. the display data file 182, the image files 183-1 to 183-K, and the history data file 184. In response to an 
operation performed by a user upon the keyboard 18 or the mouse 19, the display control program 112 sends a com- 
mand to the content management program 1 1 1 to perform checking-in, checking-out, or other processes. 
[0101] The filtering data file 181 is stored on the HDD 21 and includes data representing the weighting factors of 
the respective contents described in the content files 161-1 to 161-N stored in the content database 114. 
[0102] The display data file 1 82 is stored on the HDD 21 and includes data corresponding to the contents described 
in the respective content files 1 61 -1 to 1 61 -N stored in the content database 114. 

[0103] The image files 1 83-1 to 1 83-K are stored on the HDD 21 and include images corresponding to the contents 
described in the respective content files 161-1 to 161-N stored in the content database 1 14 or include images corre- 
sponding to packages which will be described later. 

[0104] In the following discussion, in the case where one of the image files 183-1 to 183-K is described without 
specifying a particular one, it is represented simply as an image file 183. 

[0105] The history data file 1 84 is stored on the HDD 21 and includes history data representing, for example, dates 
and the number of times the contents described in the content files 161-1 to 161-N stored in the content database 114 
have been checked out or checked in. 

[0106] When registration is performed, the display control program 112 transmits identification data, which has 
been stored in advance, of the content management program 1 1 1 to the EMD registration server 3 via the network 2. 
Furthermore, the display control program 1 1 2 receives the authentication key and the EMD selection program 131 from 
the EMD registration server 3 and transfers the received authentication key and EMD selection program to the content 
management program 111. 

[0107] The recording program 1 1 3 display a predetermined window image and, in response to an operation per- 
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formed by a user upon the keyboard 18 or the mouse 19, reads data representing such as the recording time of a con- 
tent, from an optical disk such as CD 42 mounted on the drive 22. 

[01O8] On the basis of the data representing for example the recording time of a content recorded on a CD, the 
recording program 1 13 requests via the network 2 the WWW server 5-1 or 5-2 to send data corresponding to the CD 
s (for example, the album title or the artist name) or data corresponding to the content recorded on the CD (for example, 
the content title), and receives data corresponding to the CD or data corresponding to the content recorded on the CD 
from the WWW server 5-1 or 5-2. 

[0109] If the recording program 113 receives the data corresponding to the CD or the data corresponding to the 
content recorded on the CD, the recording program 1 13 supplies the received data to the display control program 112. 

10 [0110] If a recording command Is input, the recording program 113 reads the content from the optical disk or the 
CD 42 mounted on the drive 22 and the outputs the content to the content management program 111. 
[0111] If the content database 114 receives from the content management program 111a content compressed 
according to a predetermined compression method and encrypted according to a predetermined encryption method, 
the content database 1 1 4 stores the received content into one of the content f iles 161-1 to 161 -N. The content database 

15 114 also stores usage rule data corresponding to the contents of the content files 1 61-1 to 161 -N in the usage rule files 
162-1 to 162-N (on the HDD 21 ) corresponding to the respective content files 161-1 to161-N. 
[0112] The content database 1 14 may store the content files 161-1 to 161-N or the usage rule files 162-1 to 162-N 
in the form of records. 

[0113] For example, the usage rule data associated with the content stored in the content file 1 61 -1 is stored in the 
so usage rule file 1 62-1 . Similarly, the usage rule data associated with the content stored in the content file 1 61-N Is stored 
in the usage rule file 162-N. 

[0114] In the following discussion, in the case where one of the content files 161-1 to 161-N is described without 
specifying a particular one, it is represented simply as a content file 161 . Similarly, when one of the content files 1 62-1 
to 1 62-N is described without specifying a particular one, it is represented simply as a content file 1 62. 

25 [0115] The purchase application program 1 15 may be supplied from the EMD registration server 3 via the network 
2 or may be supplied via a CD-ROM. The purchase application program 1 1 5 requests via the network 2 the EMD server 
4-1 to transmit a content If the purchase application program 1 1 5 receives the content from the EMD server 4-1 , the 
purchase application program transfers the received content to the content management program 111. The purchase 
application program 1 15 performs an accounting process when the content is received from the EMD server 4-1 . 

30 [0116] Under the control of the content management program 1 1 1 , the driver 1 1 7 drives the audio input/output 
interface 24 so as to input a content in the form of digital data from the outside and transfer it to the content manage- 
ment program 1 1 1 , or output a content in the form of digital data supplied from the content database 1 14 via the content 
management program 11, or output an analog signal corresponding to a content supplied from the content database 
1 1 4 via the content management program 11. 

35 [0117] A method of preventing a content stored in the flash memory 61 (such as a Memory Stick (trade mark)) of 
the portable device 6 from being copied in an unauthorized manner is described below. 

[0118] A content file stored in the flash memory 61 of the portable device 6 includes a header portion and a data 
portion, as shown in Fig. 5. In the header portion, information as to the content identifier, the number of reproducing 
operations, the reproduction limit, the content title, and the artist name is described. On the other hand, in the data por- 
40 Hon, a content compressed according to a compression method such as ATRAC-3 and encrypted is described. In order 
to prevent the content from being tempered, an MAC (message authentication code) value is described in the header 
portion of the content file. The MAC value is calculated using a unidirectional function (such as SHA or DES) called a 
keyed hash in accordance with equation (1) shown below: 

45 MAC Value = MAC(Kc, Important Information) (1) 

where Kc is the content key (encryption key) used to encrypt the content described in the data portion, and Important 
information is particular part (as to, for example, the content identifier, the number of reproducing operations performed, 
and the reproduction limit) of the information described in the header portion, 
so [0119] The content identifier is assigned to the content to identify the content. The content title is data representing' 
the tile of the content in the ASCII (American National Standard Code for Information Interchange) code. The artist 
name is data representing, in the ASCII code, the artist name, the songwriter name, and/or the composer name asso- 
ciated with the content 

[0120] The reproduction limit Is data Indicating whether the period of time (start date/time, expiration date/time) dur- 
55 ing which the content is allowed to be reproduced or the limit of the number of reproducing operations (the maximum 
allowable number of operations of reproducing the content) is set or not. When the limit of the number of reproducing 
operations is specified, the reproduction limit is set to "1", while it is set to "2" when the period of time is specified. When 
neither the limit of the number of reproducing operations nor the period of time is specified (as is the case when the 
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content is purchased), the reproduction limit is set to "0°. 

[0121] When trip reproduction limit is set to "1" or "2", the value of the number of reproducing operations is updated 
by the CPU 53 each time the content is reproduced so that it indicates the number of times the content has been repro- 
duced. 

5 [0122] Fig. 6 illustrates the process performed by the personal computer 1 to reproduce a content, such as that 
shown in Fig. 5, stored in the flash memory 61 of the portable device 6. In step S1 , the authentication program 141 of 
the personal computer 1 performs mutual authentication with the CPU 53 of the portable device 6 and acquires the 
common communication key Ks. Using the communication key Ks, the authentication program 1 41 acquires the encryp- 
tion key Kc used to encrypt the content described in the data portion of the flash memory 61 . 

w [0123] More specifically, the authentication program 141 performs mutual authentication with the CPU 53 and 
acquires a communication key Ks-, . On the other hand, the CPU 53 performs mutual authentication with the flash mem- 
ory 61 via the internal bus 58 and the flash memory controller 60, and acquires a common communication key Ks 2 . 
[0124] If the mutual authentication process is unsuccessful, the reproduction process is terminated. If the mutual 
authentication is successful, the flash memory 61 decrypts the encryption key Kc (encrypted using the storage key) 

is stored therein using the storage key which is also stored therein. The flash memory 61 then encrypts the encryption key 
Kc with the communication key Ks a and transmits it to the CPU 53 via the flash memory controller 60 and the internal 
bus 58. The CPU 53 decrypts the received encryption key Kc using the communication key Ks 2 . 
[0125] Furthermore, the flash memory 61 reads the important information and the previous MAC value described 
in the header portion of a content file (Fig. 5). The flash memory 61 encrypts the important information and the previous 

20 MAC value with the communication key Ks 2 and transmits them to the CPU 53. Upon reception of the important infor- 
mation and the previous MAC value, the CPU 53 decrypts them using the communication key Ks 2 . 
[0126] The CPU 53 encrypts the encryption key Kc, the important information, and the previous MAC value with the 
communication key Ks^ with the communication key Ks., and transmits them to the authentication program 141 of the 
personal computer 1 . The authentication program 1 41 decrypts them using the decryption program 1 42 in accordance 

25 with the communication key Ks^ 

[0127] As described above, when contents are transmitted between the flash memory 61 and the CPU 53 or 
between the CPU 53 and the authentication program 1 41 , the contents are encrypted using the communication key Ksg 
or Kst. However, such an encryption process is not described in the following discussion unless it is described for the 
purposeof emphasis. 

30 [0128] In step S2, the user condition management program 140 calculates the MAC value from the encryption key 
Kc and the important information described in the header portion of the content file obtained in step S1, in accordance 
with equation (1) described above. The resultant value is substituted into R. In step S3, the usage rule management 
program 140 compares the value of R calculated in step S2 with the previous MAC value described in the header por- 
tion of the content file. If these two values are not equal to each other, the usage rule management program 1 40 goes 

35 to step S4. In step S4, the display control program displays a message such as There is a possibility that the content 
may have be tampered." on the display 20, and the process is terminated. In this case, the content stored in the flash 
memory 61 of the portable device 6 is regarded as being tampered, and thus it is not reproduced. 
[0129] In the case where it is determined In step S3 that the value of R and the previous MAC value described in 
the header portion of the content file are equal to each other, the process goes to step S5. In step S5, the content man- 

40 agement program 1 1 1 receives the encrypted content from the flash memory 61 via the CPU 53. The received 
encrypted content is then decrypted by the decryption program 1 42 using the encryption key Kc. The decrypted content 
is applied to the compression/decompression program 138 to decompress it. The resultant content is output (repro- 
duced) via the audio input/output interface 24. 

[0130] In step S6, the usage rule management program 140 controls the CPU 53 so as to increment, by 1, the 
45 number of reproduction operations described in the important information in the header portion of the content file. Fur- 
thermore, in step S7, the use management program 140 controls the CPU 53 so as to calculate the MAC value using 
the updated important information (in which the number of reproduction operations has been incremented by 1) in 
accordance with equation (1) and update the MAC value described in the header portion of the content file stored in the 
flash memory 61 with the calculated value. Because the calculation of the MAC value needs the encryption key Kc, the 
so MAC value can be calculated only when the device or the use management program 140 is authorized. 

[0131] However, the technique described above with reference to Fig. 6 cannot prevent a content from being copied 
in an unauthorized manner using a technique described below with reference to Fig. 7. That is, a content file (having an 
MAC value equal to MAC-1 ) stored in the flash memory 61-1 of the portable device 6-1 (that is, the flash memory of the 
first portable device 6-1) is backed up Into the content database 1 14 in the HDD 21 so that the content file Is stored as 
55 a content file 161 -1 (MAC-1 ) in the content database 114. After the above backing-up process, the original content file 
(MAC-1) remains in the flash memory 61-1 . 

[0132] Thereafter, the content file (MAC-1 ) stored in the flash memory 61 -1 is moved into the content database 1 14. 
As a result, a content file 161-2 (MAC-1 ) is stored in the content database 1 1 4. As a result of the movement of the con- 
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tent file, the content file (MAC-1) is deleted from the flash memory 61-1, and the content database 1 14 includes two 
content files 161-1 (MAC-1) and 161-2 (MAC-1). 

[0133] Thereafter, the content file 1 61 -1 (MAC-1 ) stored in the content database 1 14 is restored into the flash mem- 
ory 61 -1 . As a result, the content file 1 61 -2 (MAC-1) is left in the content database 1 14. After that, the content file 1 61 - 

s 2 (MAC-1) is moved from the content database 1 14 into the flash memory 61-2 of the portable device 6-2 (the flash 
memory 61 of the second portable device 6-2). As a result, the same content file (MAC-1) has been stored into the two 
flash memories 61 -1 and 61 -2. Thus, the personal computer 1 can reproduce the content file 161-2 (MAC-1 ) stored in 
the flash memory 61-2 as well as the content file 161-1 (MAC-1) stored in the flash memory 61-1 . 
[0134] In the present invention, to prevent contents from being copied in the unauthorized manner described above, 

10 the MAC value may be determined in accordance with equation (2) described below. 

MAC Value = MAC(Kc, seq# 1 1 Important Information) (2) 

In equation (2), seq# is a variable which is updated (for example, incremented) each time a content is moved or copied. 

is The variable seq# is stored in the Oth block of a media defect list which is stored in the flash memory 61 and which is 
not allowed to be accessed by a usual program (which is allowed to be accessed only by the adapter 26 or the usage 
rule management program 140). In equation (2), symbol 1 1 is used to represent concatenation (connection). More spe- 
cifically, A 1 1 B represents data (a + b bits) produced by simply connecting data A (a bits) and data B (b bits) in such a 
manner as to place data B immediately following the least significant bit of data A. 

20 [0135] The media defect list represents, as shown in Fig. 8A, defective (bad) blocks (blocks including a defect) and 
alternative blocks which are used instead of the respective defective blocks. If a block is registered as a defective block 
in this list, the reading and writing of that block is basically disabled, and data is read or written from or to an alternative 
block corresponding to that block. However, a block having no defect is registered as the Oth defective block so that this 
block is used by the CPU 53 when a special command is received. The variables seq# are stored in this Oth defective 

25 block as shown in Fig. 8B. 

[0136] The special command can be Issued only by the adapter 26 and the usage rule management program 1 40 f 
Therefore, only the adapter 26 and the usage rule management program 140 can access the Oth defective block. 
[0137] The variables seq# are assigned to respective contents (tracks) in a one-to-one fashion. Therefore, the 
recalculation of the MAC- value is performed content by content (track by track). 

30 [0138] The area where the variables seq# are stored Is not limited to the Oth defective block of the media defect list. 
Alternatively, the variables seq# may be stored in another storage area the reading/writing of which is disabled for the 
other purposes. 

[0139] Fig. 9 illustrates the process of moving a content from the flash memory 61 into the HDD 21 . 
[0140] In step S21 , the CPU 53 performs mutual authentication with the flash memory 61. and acquires the encryp- 
35 tion key Kc. In step S22, the authentication program 141 of the personal computer 1 performs mutual authentication 
with the CPU 53 of the portable device 6 and acquires the communication key Ks which is used by both the authenti- 
cation program 141 and the CPU 53. This step is performed in a similar manner to step S1 described above with refer- 
ence to Fig. 6 (except that the common communication key Ks., is used in step S1). 

[0141] In step S23, the usage rule management program 140 sends the predetermined special command to the 
40 CPU 53 so as to request the CPU 53 to update the variable seq# stored in the Oth defective block (Fig. SB) of the media 
defect list (Fig. 8A) of the flash memory 61. In response to the request, the CPU 53 updates the variable seq# to a 
proper value. 

[0142] In step S24, the CPU 53 encrypts the encryption key Kc acquired from the flash memory 61 in. step S22, 
using the communication key Ks acquired in step S22. The resultant encryption key Kc is transmitted to the usage rule 

45 management program 1 40. In step S25, the CPU 53 receives encrypted content data described in the data portion of 
a content file stored in the flash memory 61 . The CPU 53 encrypts the received data with the communication key Ks 
and transfers it to the movement management program 134. The movement management program 134 stores the con- 
tent, transferred from the portable device 6, into the HDD 21 (content database 1 14). In step S26, the movement man- 
agement program 1 34 requests the decryption program 1 42 to decrypt the encryption key Kc received from the portable 

so device 6, using the communication key Ks. The resultant decrypted encryption key Kc is then decrypted by the encryp- 
tion program 1 37 using a dedicated storage key and stored in the HDD 21. ■> 
[0143] In step S27, the movement management program 134 notifies the CPU 53 that the content file has been 
copied. In response, in step S28, the CPU 53 deletes the content file (which has been transmitted to the usage rule 
management program 1 40 in step S25) from the flash memo ry 6 1 . 

55 [0144] If the movement process is perform in the above-described manner, the unauthorized copying process 
described above with reference to Fig. 7 can be prevented. Now, let us assume that a content A is stored in the flash 
memory 61-1 of the portable device 6-1. In this case, the MAC value MAC-1 is described as important information of 
the content A in the header portion of the content A. Furthermore, the variable seq-1 is stored in the Oth defective block 
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of the media defect list, in correspondence with the content A {hereinafter, such a state is represented by "A(MAC-1), 
seq-1 "). In this state, if the content file is backed up into the content database 1 14 in the HDD 21 , the content A(MAC- 
1) is stored in the content database 114, and the content A(MAC-1), seq-1 remains in the flash memory 61-1 because 
the variable seq-1 and the MAC-1 in the flash memory 61 -1 are not updated. 
5 [0145] Thereafter, if the content A(MAC-1 ), seq-1 is moved from the flash memory 61 -1 into the content database 
1 1 4, the MAC-1 is not updated although the variable seq-1 of the flash memory 61 -1 is updated to the variable seq-2 
(in step S23). Thus, the content A(MAC-1 ) is recorded into the content database 1 14. The movement management pro- 
gram 134 informs the CPU 53 that the content A has been moved. In response, the CPU 53 deletes the content A from 
the flash memory 61-1. 

n [0146] If, thereafter, the content A(MAC-1) backed-up In the content database 1 1 4 is restored Into the flash memory 
61-1 , a content A(MAC-1), seq-2 is stored into the flash memory 61-1 . Furthermore, if the content A(MAC-1) moved into 
the content database 1 1 4 is moved into the flash memory 61 -1 of the portable device 6-2, the variable seq-2 is further 
updated to a variable seq-3, and thus the content is stored as a content A(MAC-1), seq3. 

[0147] If the content is reproduced from the flash memory 61-1 or 61-2 in accordance with the process shown in 
is the flow chart of Fig. 6, the variable seq-2 (or seq-3) is used in the calculation of the MAC value in step S2, and thus the 
calculation result becomes different from MAC-1 described in the header portion of the content file. As a result, the 
determination in step S3 becomes negative. Thus, this content is regarded as an unauthorized copy and the reproduc- 
tion thereof is disabled. 

[0148] In the above description, the portable device 6 is employed as a storage medium by way of example. How- 
20 ever, the present invention may also be applied, when data Is copied or moved to othertypes of storage media. 

[0149] In addition to music data and other audio data, the content data may be other types of data such as image 
data. 

[0150] The process described above may be performed by hardware or software. In the case where the process is 
performed by software, the software may be a program which is installed from a program storage medium onto a com- 
25 puter (corresponding to the CPU 53) installed as dedicated hardware in the portable device 6, or onto a general-pur- 
pose computer capable of executing various programs installed thereon. 

[0151] Various types of media may be employed as the program storage medium for storing the program which is 
to be installed onto a computer and executed by the computer. They include, as shown in Fig. 2, a magnetic disk 41 
(such as.a floppy disk), an optical disk 42 (such as a CD-ROM (compact disc-read only memory), a DVD (digital versa- 

30 tile disk), a magneto optical disk 43 (such as an MD (mini-disk), a package medium such as a semiconductor memory 
44, and a ROM 1 2 or HDD 21 for storing a program permanently or temporarily. The program may be stored into the 
program storage medium via a wire or wireless communication medium such as the network 2 (local area network or 
the Internet) or digital broadcasting, using an interface such as the communication device 25 as required. 
[0152] in the present invention, the steps descried in the program stored in the program storage medium may be 

35 performed either in time sequence in , accordance with the order described in the program or in a parallel or separate 
fashion. 

[0153] Furthermore, in the present invention, the term "system" is used to describe the entire apparatus including 
a plurality of devices. 

[0154] As described above, the present invention provides the information processing apparatus, the information 
40 method, and the program stored in a program storage medium, in which the result of a calculation performed on the 
basis of calculation information and an encryption key is'compared with a previous calculation result, and use of stored 
content data is controlled in accordance with the comparison result thereby making it possible to detect content data 
which has been copied in an unauthorized manner and thus making it possible to prevent content data from being cop- 
ied in an unauthorized manner. 

45 

Claims 

1. An information processing apparatus comprising: 

so storage means for storing content data encrypted with an encryption key; 

holding means for holding management information associated with said content data stored in said storage 
means; 

calculation means for performing a predetermined calculation on the basis of said encryption key and calcula- 
tion information Included in said management Information, said calculation information including update lnfor- 
55 mation which is updated with predetermined timing; 

memory means for storing the result of the calculation performed by said calculation means; and 

control means for comparing the result of the calculation performed by said calculation means with a previous 

calculation result stored in said memory means and controlling use of said content data stored in said storage 
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means in accordance with the result of the comparison. 

2. An information processing apparatus according to Claim 1 , wherein said calculation means performs said calcula- 
tion by applying a hash function to said calculation information and said encryption key. 

5 

3. An information processing apparatus according to Claim 1 , wherein: 

said content data is music data; 

said calculation information includes identification information identifying said music data; and 
10 said holding means holds said update information in an area which is not allowed to be read or written for a 

general purpose. 

4. An information processing method comprising the steps of: 

t5 storing content data encrypted with an encryption key; 

holding management information associated with said content data stored in said storage step; 

performing a predetermined calculation on the basis of said encryption key and calculation information 

included in said management information, said calculation information including update information which is 

updated with predetermined timing; 
20 memory means for memorizing the result of the calculation performed in said calculation step; and 

comparing the result of the calculation performed in said calculation step with a previous calculation result 

memorized in said memorizing step and controlling use of said content data stored in said storage step in 

accordance with the result of the comparison. 

25 5. A program storage medium on which a program is stored, said program including the steps of: storing content data 
encrypted with an encryption key; 

holding management information associated with said content data stored in said storage step; 
performing a predetermined calculation on the basis of said encryption key and calculation information 
30 included in said management information, said calculation information including update information which is 

updated with predetermined timing; 

memory means for memorizing the result of the calculation performed in said calculation step; and 
comparing the result of the calculation performed in said calculation step with a previous calculation result 
memorized in said memorizing step and controlling use of said content data stored in said storage step in 
as accordance with the result of the comparison. 
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types concerning audio contents is recorded in a main 
table of a display data file (182), and data of the other 
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sub-table of the display data file (1 82) as data of types 
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so as to increase the number of whole types of data to 
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Description 

Field of the Invention 

[0001] The present invention relates to an information 
processing apparatus and method and a program stor- 
age medium, and more particularly, to an information 
processing apparatus and method, in which sound con- 
tents are recorded, and a program storage medium hav- 
ing stored therein a program to be used in the informa- 
tion processing apparatus and m ethod , and u n der which 
such a sound information processing is effected. 

Description of the Related Art 

[0002] The information processing apparatus such as 
a personal computer can access an EMD (electrical mu- 
sic distribution) servervia a predetermined network and 
receive a content such as musical data from the EMD 
server. 

[0003] The EMD server transmits contents such as 
musical data along with datasuch as playbacktime limit 
or number of times of playback to the personal compu- 
ter. 

[0004] However, the type of data about the contents 
like the musical data such as the playback time limit or 
number of times of playback supplied along with the mu- 
sical data is not always constant but vary from one EMD 
server or content to another. 

[0005] The personal computer has to change the re- 
cording method including a data table correspondingly 
to the type of data about the supplied data and takes 
much time for processing the data. 

Disclosure of the Invention 

[0006] Accordingly, the present invention has an ob- 
ject to overcome the above-mentioned drawbacks of the 
conventional information processing apparatus such as 
a personal computer by providing an Information 
processing apparatus and method, capable of process- . 
ing a variety of data about contents flexibly and quickly 
to record the various content-related data, and a pro- 
gram storage medium having stored therein an program 
which is to be used in the information processing appa- 
ratus and method to effect such an information process- 
ing. 

[0007] The above object can be attained by providing 
an information processor including, according to the 
present Invention, a first recording means for relating a 
predetermined number of types of data about a first con - 
tent as a first main data group with the first content and 
recording the data, and a second recording means for 
relating data of types otherthan thefirstmain data group 
about the first content and recording in a sub data group. 
[0008] In the above information processor, the first re- 
cording means relates a predetermined number of types 
of data about thesecond content as asecond main data 



group with the second content and records the data, and 
the second recording means relates data of types other 
than the second main data group about thesecond con- 
tent with the second content and records the data in the 
5 sub data group. 

[0009] The above information processor further in- 
cludes, according to the present invention, means for 
judging, when reading data about a content, whetherthe 
type of data to be read is that of data recorded in either 
10 the main data group or sub data group, and means for 
searching for data from a plurality of main data groups 
or sub data groups based on the result of the search 
made by the data searching means. 
[0010] Also, the above object can be attained by pro- 
fs viding an information processing method including, ac- 
cording to the present invention, a first recording step 
of relating , a predetermined number ol types of data 
about a first content as a first main data group with the 
first content and recording the data, and a second re- 
20 cording step of relating data of types other than the first 
main data group about the first content and recording in 
a sub data group. 

[0011] In the above information processing method, 
at the first recording step, a predetermined number of 
25 types of data about the second content is related as a 
second main data group with the second content and 
recorded, and at the second recording step, data of 
types other than the second main data group about the 
second content are related with the second content and 
30 recorded in the sub data group. 

[0012] The above information processing method fur- 
ther includes, according to the present invention, a judg- 
ing step of judging, when reading data about a content, 
whether the type of data to be read is that of data re- 
3s corded in either the main data group or sub data group, 
and a data searching step of searching for data from a 
plurality of main data groups or sub data groups based 
on the result of the search made at the data searching 
step. 

40 [0013] Also the above object can be attained by pro- 
viding a program storage medium having stored therein 
a computer-readable program for use in the above in- 
formation processing apparatus and method, the pro- 
gram including, according to the present invention, a 
45 first recording step of relating a predetermined number 
of types of data about a first content as a first main data 
group with the first content and recording the data, and 
a second recording step of relating data of types other 
than the first main data group about the first content and 
so recording the data in a sub data, group. 

[0014] In the program stored in the above program 
storage medium, at the first recording step, a predeter- 
mined number of types of data about the second content 
is related as a second main data group with the second 
55 content and recorded, and at the second recording step, 
data of types other than the second main data group 
about the second content are related with the second 
content and are recorded in the sub date group. 
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[0015] The program stored in the above program stor- 
age medium further includes, according to the present 
invention, a judging step of judging, when reading data 
about a content, whether the type of data to be read is 
that of data recorded in either the main data group or s 
sub data group, and a data searching step of searching 
for data from a plurality of main data groups or sub data 
groups based on the result of the search made at the 
data searching step. 

[0016] These objects and other objects, features and 10 
advantages of the present intention will become more 
apparent from the following detailed description of the 
best modes for carrying out the present invention when 
taken in conjunction with the accompanying drawings. 

15 

Brief Description of the Drawings 
[0017] 

FIG. 1 is a schematic drawing of an embodiment of 20 
the music data management system incorporating 
the present invention; 

FIG. 2 shows the architecture of a personal compu- 
ter used in the music data management system in 
FIG. 1; 25 
FIG. 3 shows the configuration of an EMD registra- 
tion server used in the music data management 
system in FIG. 1 ; 

FIG. 4 is a block diagram of the personal computer, 
showing the functions of the personal computer; 30 
FIG. 5 shows an example of the content usage rule; 
FIG. 6 shows an example of the relation between 
original package display data belonging to a display 
data file, and content files; 

FIGS. 7Ato7Cshow an example of the composition 35 
of the display data file; 

FIG. 8 shows an example of the relation between 
My Select package display data and content files; 
FIG. 9 shows a relation between filtering package 
display data and content files; 40 
FIG. 1 0 explains the operations made for EMD reg- 
istration; 

FIG. 11 shows an example of the display for execu- 
tion of the registration; 

FIG. 12 shows an example of the display made by 45 

the EMD selection program; 

FIG. 13 shows an example of the display made by 

the purchase application program; 

FIG. 14 shows an example of the display made by 

the purchase driver; so 

FJG. 15 shows an example of the display/operation 

instruction window; 

FIG. 16 explains a window the recording program 
has the display unit; 

FIG. 17 shows a property dialog box where it Is set ss 
which of the WWW servers is to be selected; 
FIG. 18 shows a property dialog box where it is set 
which of the WWW servers is to be selected; 



FIG. 19 explains a window the recording program 
has the display unit; 

FIG. 20 explains a window the recording program 
has the display unit; 

FIG. 21 explains a dialog box the recording program 
has the display unit; 

FIG. 22 explains a dialog box the recording program 
has the display unit; 

FIG. 23 explains a dialog box the recording program 
has the display unit; 

FIG. 24 explains a dialog boxthe recording program 
has the display unit; 

FIG. 25 explains a dialog box the recording program 
has the display unit; 

FIG. 26 explains a dialog boxthe recording program 
has the display unit; 

FIG. 27 shows an example of the display/operation 
Instruction window; 

FIG. 28 shows another example of the display/op- 
eration instruction window; 
FIG. 29 shows still another example of the display/ 
operation instruction window; 
FIG. 30 shows still another example of the display/ 
operation instruction. window; 
FIG. 31 shows still another example of the display/ 
operation instruction window; 
FIG. 32 shows still another example of the display/ 
operation instruction window; 
FIG. 33 shows still another example of the display/ 
operation instruction window; 
FIG. 34 shows still another example of the display/ 
operation instruction window; 
FIG. 35 explains the generation of filtering package; 
FIG. 36 shows an example of the display/operation 
instruction window; 

FIG. 37 shows another example of the display/op- 
eration instruction window; 
FIG. 38 shows still another example of the display/ 
operation instruction window; 
FIG. 39 shows still another example of the display/ 
operation instruction window; 
FIG. 40 shows still another example of the display/ 
operation instruction window; 
FIG. 41 shows stilt another example of the display/ 
operation instruction window; 
FIG. 42 shows still another example of the display/ 
operation instruction window; 
FIG. 43 shows still another example of the display/ 
operation instruction window; 
FIG. 44 shows still another example of the display/ 
operation instruction window; 
FIG. 45 shows still another example of the display/ 
operation instruction window; 
FIG. 46 is a flow chart of the operations effected for 
registration; 

FIG. 47 is a flow chart of the operations effected for 
recording from a CD; 

FIG. 48 is a flow chart of the operations effected for 
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acquisition of information corresponding to CD; 

FIG. 49 is a flow chart of the operations effected for 

data write to a display data file; 

FIG. 50 is a flow chart of the operations effected for 

data read from the display data file; 

FiG. 51 is a flow chart of the operations effected for 

generation of filtering package; 

FIG. 52 is a flow chart of the operations effected for 

checkout or check-In; 

FIG. 53 is a flow chart of the operations effected for 
image pasting; 

FIG. 54 is aflow chart of the operations effected for 
image display; 

FIG, 55 is aflow chart of the operations effected for 
combining contents together; 
FIG. 56 is a flow chart of the operations effected for 
dividing a content; and 

FIG. 57 is a flow chart of the operations effected 
when a portable device is connected to the informa- 
tion processor. 

Best Mode for Carrying Out the Invention 

[0018] In the following description, embodiments in 
which the present invention is applied to a music data 
management system will be exemplified with reference 
to the drawings. 

[0019] Referring now to FIG. 1 , there is illustrated an 
embodiment of the m usic data man agement system ac- 
cording to the present Invention. As shown, the system 
includes a personal computer 1-1 connected to a net- 
work 2 composed of a local area network (LAN), Internet 
or the like. The personal computer 1 -1 receives music 
data (will be referred to as "content" hereinafter) from 
EMD (electrical music distribution) servers 4-1 to 4-3 or 
those read from a CD (compact disc) which will further 
be described later, converts the music data to a one 
compressed by a predetermined method (e.g., ATRAC3 
(trade mark)), encrypts the data by a method such as 
DES (Data Encryption Standard), and then records the 
data. 

[0020] Correspondingly to the above content record- 
ed as encrypted, the personal computer 1-1 records a 
usage rule under which the content should be used. The 
usage rule data concerns for example simultaneous use 
of the contents corresponding to the usage rule at three 
portable devices (also called "PD") 6-1 to 6-3, copy to 
the portable devices 6-1 to 6-3, move to another per- 
sonal computer, etc. The usage rule data will further be 
described later. 

[0021] The personal computer 1 -1 stores the content 
reco rded therein as encrypted as well as data related to 
the content such as music title, number of reproduction, 
reproduction period or equalizer information or the like 
into the portable device .6-1 connected thereto, and up- 
dates the usage rule data for the content having thus 
been stored into the portable device 6-1 (which will be 
referred to as "checkout" hereinafter). Also, the personal 



computer 1 -1 stores the content recorded therein as en- 
crypted as well as data related to the content into the 
portable device 6-2 connected thereto, and updates the 
usage rule data for the content having thus been stored 

s into the portable device 6-2. Further, the personal com- 
puter 1-1 stores the content recorded therein as encrypt- 
ed as well as data related to the contents into the port- 
able device 6-3 connected thereto, and updates the us- 
age rule data for the content having been thus stored 

10 into the portable device 6-3. 

[0022] Moreover, the personal computer 1-1 has the 
portable device 6-1 connected thereto erase the content 
that the personal computer 1 -1 has checked out to the 
portable device 6-1 , and updates the usage rule data for 

is the content having thus been erased (which will be re- 
ferred to as "check-in" hereinafter). Also, the personal 
computer 1-1 has the portable device 6-2 connected 
thereto erase the contentthatthe personal computer 1 -1 
has checked out to the portable device 6-2, and updates 

so the usage rule data for the content having thus been 
erased. Further, the personal computer 1 -1 has the port- 
able device 6-3 connected thereto erase the content that 
the personal computer 1-1 has checked out to the port- 
able device 6-3, and updates the usage rule dataforthe 

25 content having thus been erased. 

[0023] Th e personal computer 1 -1 cannot check in the 
conte nt that the personal computer 1 -1 has ch ecked out 
to the portable device 6-1 . The personal computer 1 -1 
cannot check in the content that the personal computer 

so 1 -1 has checked outtothe portable device 6-2. The per- 
sonal computer 1-1 cannot check in the content that the 
personal computer 1-1 has checked out to the portable 
device 6-3. 

[0024] The system Includes a personal computer 1-2 

35 connected to a network 2 composed of a local area net- 
work (LAN), Internet or the like. The personal computer 
1 -2 receives a content from the EMD servers 4-1 to 4-3 
or those read from a CD which will further be described 
later, converts the content to a one compressed by a 

40 predetermined method, encrypts the data by a method 
such as DES, and then records the data. 
[0025] Correspondingly to the above content record- 
ed as encrypted, the personal computer 1-2 records a 
usage rule under which the content should be used. The 

45 usage rule data concerns for example simultaneous use 
of the contents corresponding to the usage rule at three 
portable devices, copy to the portable devices, move to 
another personal computer, etc. The usage rule data will 
further be described later. 

so [0026] The personal computer 1 -2 stores the content 
recorded therein as encrypted as well as data related to 
the content into the portable device 6-4 connected 
thereto , and updates th e usage rule data for the conte nt 
having thus been stored into the portable device 6-4, 

55 that is, checks out the content. That is, if there is an in- 
struction of checking out of the content, the personal 
computer 1 -2 does not check out the content to the port- 
able device 6-4 when the usage period, the number of 
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reproduction orthe like described later is set to the con- 
tent. 

[0027] Moreover, the personal computer 1 -2 has the 
portable device 6-4 connected thereto erase the content 
that the personal computer 1-2 has checked out to the 
portable device 6-4, and updates the usage rule data for 
the content having thus been erased. 
[0028] The personal computer 1 -2 cannot check in the 
content that the personal computer 1 -2 has checked out 
to the portable device 6-4, 

[0029] Hereinafter, when there is no need to distin- 
guish between the personal computer 1-1 and the per- 
sonal computer 1 -2, it is merely called the the personal 
computer 1 . 

[0030] As shown, the music data management sys- 
tem includes an EMD (electrical music distribution) reg- 
istration server 3. Upon reception of a request content 
distribution from the personal computer 1 starting acqui- 
sition of a content from the EMD servers 4-1 to 4-3, the 
EMD registration server 3 sends to the personal com- 
puter 1 via the network 2 an authenticate key necessary 
for mutual authentication between the personal compu- 
ter 1 and EMD servers 4-1 to 4-3, and also a program 
required for connection to the EMD servers 4-1 to 4-3. 
[0031] Correspondingly to the request from the per- 
sonal computer 1 , the EMD server 4-1 supplies a con- 
tent as well as data related to the content such as music 
title, number of reproduction, reproduction period or 
equalizer information or the like to the personal compu- 
ter 1 via the network 2.AlsotheEMDserver4-2supplies 
a content to the personal computer 1 via the network 2 
correspondingly to that request. Further the EMDserver 
4-3 supplies a content to the personal computer 1 via 
the network.2 correspondingly to the request from the 
personal computer 1 , 

[0032] The content supplied from the EMD servers 
4-1 to 4-3 have been compressed by the same method 
or different methods, and also encrypted by the same 
method or different methods. 

[0033] As shown, the music data management sys- 
tem further includes WWW (worldwide web) servers 5-1 
and 5-2. Correspondingly to the request from the per- 
sonal computer 1 , the WWW server 5-1 supplies to the 
personal computer 1 via the network 2 data on a CD 
from which a content has been read (e.g., name of al- 
bum recorded in the CD, distributor or supplier of the 
CD and the like) and data (e.g., music title (or content 
name), composer's name (or artist name) and the like) 
corresponding to the content having been read from the 
CD. Also correspondingly to the request from the per- 
sonal computer 1 , the WWW server 5-2 supplies to the 
personal computer 1 via the network 2 data on a CD 
from which a content have been read and data corre- 
sponding to the content having been read from the CD. 
[0034] The portable device 6-1 stores the content 
supplied from the personal computer 1 (namely, 
"checked-out content")as well as data related to the con- 
tent such as music title, number of reproduction, repro- 



duction period or equalizer information or the like. The 
portable device 6-1 plays back the stored content based 
on the data related to the content and output them to a 
headphone or the like (not shown). 
s [0035] For example, when the content is to be played 
back more than the number of reproduction stored as 
the data related to the content, the portable device 6-1 
terminates the reproduction of the content. When the 
content is to be played back after the reproduction pe- 
10 riod stored as the data related to the content, the port- 
able device 6-1 terminates the reproduction of the con- 
tent. Theportable device 6-1 equalizes the sound based 
on the equalizer information stored as the data related 
to the content for output. 
15 [0036] The user can disconnect from the personal 
computer 1 the portable device 6-1 having the content 
stored therein, cany it with him or her, and play, back the 
stored content. Thus the user can listen to music pieces 
or the like corresponding to the content using an elec- 
20 trlcal acoustic converter such as a headphone or the 
like. 

[0037] Also , th e portabl e device 6-2 stores th e conte nt 
supplied from the personal computer 1 as well as data 
related to the content. The portable device 6-2 plays 
25 back the stored content based on the data related to the 
content and output them to a headphone orthe like {not 
shown). The user can disconnect from the personal 
computer 1 the portable device 6-2 having the content 
stored therein, carry it with him, and play back the stored 
30 content. Thus the user can listen to music pieces or the 
like corresponding to the content using a headphone or 
the like. 

[0038] Also, the portable device 6-3 stores the content 
supplied from the personal computer 1 as well as data 

35 related to the content. The portable device 6-3 plays 
back the stored content based on the data related to the 
content and output them to aheadphone orthe like (not 
shown). The user can disconnect from the personal 
computer 1 the portable device 6-3 having the content 

40 stored therein, cany itwith him, and play back the stored 
content. Thus the user can listen to music pieces orthe 
like corresponding to the content using a headphone or 
the like. 

[0039] Also, the portable device 6-4 stores the content 
■*5 supplied from the personal computer 1 , or the content 
whose usage period or number of reproduction de- 
scribed later is not set, as well as data, related to the 
content. The portable device 6-4 plays back the stored 
content based on the data related to the content and 
so output them to a headphone orthe like (not shown). The 
user can disconnect from the personal computer 1 the 
portable device 6-4 having the content stored therein, 
carry it with him, and play back the stored content. Thus 
the user can listen to music pieces or the like corre- 
55 sponding to the content using a headphone or the like. 
[0040] The personal computer 1 -1 used on the music 
data management system shown in FIG. 1 has a struc- 
ture shown in FIG. 2, and a CPU (central processing 
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unit) 11 comprised in the personal computer 1-1 actually 
executes a variety of application programs (will be de- 
tailed later) and OS (operating system). Also, the per- 
sona! computer 1 includes a ROM (read-only memory) 

12 and a RAM (random-access memory) 1 3. Generally, 
the ROM 12 stores programs used by the CPU 11 and 
basically fixed data of arithmetic parameters. The RAM 

13 stores programs executed by the CPU 11 and pa- 
rameters which will appropriately vary during the exe- 
cution of the programs. 

[0041] These components are connected to each oth- 
er via a host bus 14 composed of a CPU bus, etc. The 
host bus 14 is connected to an external bus 1 6 such as 
a PCI (peripheral component interconnect/interface) via 
a bridge 15. 

[0042] The personal computer 1 is provided also with 
a keyboard 18, mouse 19, display unit 20 and an HDD 
21 . The keyboard 18 is operated by the user to input a 
variety of commands to the CPU 11. The mouse 19 is 
also operated by the user for pointing and selection on 
the screen ol the display unit 20. The display 20 is an 
LCD (liquid crystal display) unit or a CRT (cathode ray 
tube) display unit to display a variety of information as 
a text or image. The HDD (hard disc drive) 21 drives a 
hard disc or hard discs to write or read a program.exe- 
cutedbytheCPU 11 and information to or from the hard 
disc. 

[0043] Further the personal computer 1 is provided 
with a drive 22 to read data or program recorded in a 
magnetic disc 41, optical disc 42 (including CD), mag- 
neto-optical disc 43 or semiconductor memory 44 set in 
the drive 22, and supply it to the RAM 13 connected via 
an Interface 17, external bridge 16, bridge 15 and host 
bus 14 to the drive 22. 

[0044] Moreoverthe personal computer 1 is provided 
with USB (universal serial bus) ports 23-1 to 23-3, The 
portable device 6-1 is connected to the USB port 23-1 
via a predetermined cable. The USB port 23-1 delivers 
to the portable device 6-1 the data (e.g., content or com- 
mand to the portable device 6-1 ) supplied from the HDD 
21 , CPU 11 or RAM 13 via the interface 1 7, external bus 
16, bridge 15 or host bus 14. 

[0045] To the USB port 23-2, there is the portable de- 
vice 6-2 via a predetermined cable. The USB port 23-2 
delivers to the portable device 6-2 the data (e.g.. content 
or command to the portable device 6-2) supplied from 
the HDD 21, CPU 11 or RAM 13 via the interface 17, 
external bus 16, bridge 15 or host bus 14. 
[0046] The USB port 23-3 has the portable device 6-3 
connected thereto via a predetermined cable. The USB 
port 23-3 delivers to the portable device 6-3 the data (e. 
g., content or command to the portable device 6-3) sup- 
plied from the HDD 21 , CPU 11 or RAM 13 via the inter- 
face 17, external bus 16, bridge 15 or hosl bus 14. 
[0047] The personal computer 1 is further provided 
with a speaker 24 which outputs a predetermined sound 
corresponding to a content based on data or sound sig- 
nal supplied from the interface 17. 



[0048] As shown, the above components from the 
keyboard 1 8 to speaker 24 are connected to the inter- 
face 17 which is connected to the CPU 11 via the exter- 
nal bus 16, bridge 15 and host bus 14. 

s [0049] Further the personal computer 1 is provided 
with a communications unit 25 to which the network 2 is 
connected. The communications unit 25 stores in the 
form of a predetermined packet data supplied from the 
CPU 11 or HDD 21 (e.g., request for registration, re- 

10 questforsendlng of acontent orthe like), and sends the 
data via the network 2, and outputs data stored in the 
received packet (e.g., authenticate key, content or the 
like) to the CPU 11 , RAM 13 or HDD 21 via the network 
2. 

15 [0050] The communications unit 25 is connected to 
the CPU 11 via the externa! bus 16, bridge 15 and hist 
bus 14. 

[0051] As the other personal computer 1-2 has asim- 
Ilar structure to that of the personal computer 1-1 , the 

zo explanation is omitted. 

[0052] Referring now to FIG. 3, there is shown the 
configuration of the EMD registration server 3. As 
shown, the EMD registration server 3 includes a CPU 
61 , ROM 62 and a RAM 63. The CPU 61 actually exe- 

25 cutes a variety of application programs and OS. Gener- 
ally, the ROM 62 stores programs used by the CPU 61 
. and basically, fixed data of arithmetic parameters. The 
RAM 63 stores programs executed by the CPU 61 and 
parameters which will appropriately vary during the ex- 

30 ecution of the programs. These components are con- 
nected to each other via a host bus 64 composed of a 
CPU bus, etc. 

[0053] The host bus 64 Is connected to an external 
bus 66 such as a PCI bus via a bridge 65. 

35 [0054] The EMD registration server 3 is provided also 
with a keyboard 68, mouse 69, display unit 70 and an 
HDD 71. The keyboard 68 is operated by the user to 
input a variety of commands to the CPU 61. The mouse 
69 is also operated by the userfor pointing and selection 

to on the screen of the display unit 70. The display 70 is 
an LCD unit or a CRT display unit to display a variety of 
information as a text or image. The HDD 71 drives a 
hard disc or hard discs to write or read a program exe- 
cuted by the CPU 61 and information to orfrom the hard 

45 disc. 

[0055] Further the EMD registration server 3 is pro- 
vided with a drive 72 to read data or program recorded 
in a magnetic disc 91, optical disc 92, magneto-optical 
disc 93 or semiconductor memory 94 set i n the drive 72 , 
so and supply it to the RAM 63 connected via an interface 
67, external bus 66, bridge 65 and host bus 64 to the 
drive 72. 

[0056] As shown, the above components from the 
keyboard 68 to drive 72 are connected to the interface 
& 67 which is connected to the CPU 61 via the external 
bus bridge 65 and host bus 64. 
[0057] Further the EMD registration server 3 is pro- 
vided with a communications unit 73 to which the net- 
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work 2 is connected. The communications unit 73 out- 
puts data stored in the received packet to the CPU 61 , 
RAM 63 or HDD 71 (e.g., data required for registration 
which will further be described later, predetermined pro- 
gram ID (identifier) orthe like), andstores data supplied 
from the CPU 61 or HDD 71 (e.g., a predetermined 
number of authenticate keys, program or the like) in the 
form of a predetermined packet for sending via the net- 
work 2. 

[0058] The communications unit 73 is connected to 
the CPU 61 via the external bus 66, bridge 65 and hist 
bus 64. 

[0059] The EM D servers 4-1 to 4-3 and WWW servers 
5-1 and 5-2 are constructed similarly to the EMD regis- 
tration server 3. Therefore, they will not be described 
any further. 

[0060] Next, functions the personal computer 1 can 
perform by executing predetermined programs will be 
described herebelow: 

[0061] Referring now to FIG. 4, there are shown in the 
form of a block diagram the functions of the personal 
computer 1 , which can be performed by CPU 11 exe- 
cuting predetermined programs. 
[0062] The CPU 11 executes a content management 
program 111 composed of a plurality of programs includ- 
ing an EMD selection program 131, check-in/checkout 
management program 132, encryption method conver- 
sion program 1 33, compression method conversion pro- 
gram 134, encryption program 135, usage rule conver- 
sion program 1 36, signature management program 137, 
authentication program 138, decryption program 139, 
PD driver 140, and purchase drivers 141 and 142. 
[0063] The content management program 1 1 1 Is stat- 
ed with shuffled Instructions, encrypted instructions or 
the like for example to conceal what are to be done un- 
der such instructions. Namely, it is difficult to know what 
is to be effected according to the content management 
program 111. For example, even if the content manage- 
ment program 111 is read directly by the user, no instruc- 
tions included in the program 111 will not be identifiable. 
[0064] When the content management program 111 
is installed in the personal computer 1, the EMDselec- 
tion program 1 31 will not be included in the content man- 
agement program 111 but will be received from the EMD 
registration server 3 via the network 2 during EMD reg- 
istration which will further be described later. The EMD 
selection program 131 is to select connection with any 
of the EMD servers 4-1 to 4-3 and have a purchase ap- 
plication program 115 orthe purchase driver 141 or 142 
communicate with any of the EMD servers 4-1 to 4-3 
(forexample, downloading of a content to be purchased 
orthe like). 

[0065] The check-in/checkout management program 
132 is to set either check-in or checkout, and check out 
contents stored in content files 1 61 -1 to 1 61 -N to any of 
the portable devices 6-1 to 6-3 based on usage rule files 
162-1 to 162-N recorded in a content data base 114 or 
check in contents stored in the portable devices 6-1 to 



6-3. 

[0066] Correspondingly to either, the check-in or 
checkout set as in the above, the check-in/checkout 
management program 132 updates usage rule data 
5 stored in the usage rule files 162-1 to 162-N recorded 
in the content data base 114. 

[0067] The encryption method conversion program 

133 is to convert an encryption method having been 
used to encrypt a content the purchase application pro- 
gram 115 has received from the EMD server 4-1 via the 
network 2, a one having been used to encrypt a content 
the purchase driver 141 has received from the EMD 
server 4-2 via the network 2 or a one having been used 
to encrypt a content the purchase driver 142 has re- 
's ceived from the EMD server 4-3 via the network 2, to 

the same encryption method as that having been used 
to encrypt contents stored in the content files 1 61 -1 to 
1 61 -N the content data base 114 have recorded therein. 
[0068] Also, when checking out a content.to the port- 
so able device 6-1 or 6-3, the encryption method conver- 
sion program 1 33 is used to convert an encryption meth- 
od by which a content to be checked out to a one the 
portable device 6-1 or 6-3 can use. 
[0069] The compression method conversion program 
25 134 is to convert a compression method having been 
used to compress a content the purchase application 
program 115 has received from the EMD server 4-1 via 
the network 2, a one having been used to compress a 
content the purchase driver 141 has received from the 
so EMD server 4-2 via the network 2 or a one having been 
used to compress a content the purchase driver 1 42 has 
received from the EMD server 4-3 via the network 2, to 
the same compression method as that having been 
used to compress contents stored in the content files 
as 1 61 -1 to 1 61 -N the content data base 1 1 4 having record- 
ed therein. 

[0070] The compression method conversion program 

134 is read e.g. from a CD, and encodes the uncom- 
pressed contents supplied from the recording program 

40 113 by the same encoding method as one of the con- 
tents stored in the content files 161-1 to 161 -N the con- 
tent database 114 having recorded therein. 
[0071] Also, when checking out a content to the port- 
able device 6-1 or 6-3, the compression method conver- 
ts sion program 134 is used to convert the compression 
method having been used to compress the content to 
be checked out to a one the portable device 6-1 or 6-3 
can use. 

[0072] The encryption program 135 is to encrypt a 
50 content having been read from a CD for example and 
supplied from a recording program 113 (not yet encrypt- 
ed) by the encryption method having been used to en- 
crypt contents stored in the content files 1 61 -1 to 1 61 -N 
recorded in the content data base 114. 
55 [0073] The usage rule conversion program 136 is to 
convert the usage rule data for content the purchase ap- 
plication program 115, purchase driver 141 or purchase 
driver 142 has received from the EMD server 4-1 , 4-2 
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or 4-2, respectively, via the network 2, to the same for- 
mat as that of the usage rule data stored in the usage 
rule files 161-1 to 161-N recorded in the content data 
base 114. 

[0074] Also, when checking out a content to the port- 
able device 6-1 or 6-3, the usage rule conversion pro- 
gram 136 converts the usage rule for the content to be 
checked out to a usage rule data the portable device 6-1 
or 6-3 can use. 

[0075] The signature management program 1 37 is to 
find, before check-in or checkout of a content, any fal- 
sification of the usage rule based on a signature (will 
further be described later) included in the usage rule da- 
ta stored in the usage rule files 1 62-1 to 162-N recorded 
in the content data base 114, and updates the signature 
included in the usage rule data correspondingly to an 
update of the usage rule data stored in the usage rule 
files 1 62-1 to 162-N recorded in the content data base 

114, the update having occurred after the check-in or 
checkout of the content. 

[0076] The authentication program 13B is to provide 
a mutual authentication between the content manage- 
ment program 111 and purchase application program 

115, and a mutual authentication between the content 
management program 111 and purchase driver 141 . Al- 
so, the authentication program 138 stores authenticate 
keys for use in a mutual authentication between the 
EMD server 4-1 and purchase application program 115, 
a mutual authentication between the EMD server 4-1 
and purchase driver 141, and a mutual authentication 
between the EMD.server 4-3 and purchase driver 142. 
[0077] The authenticate key used by authentication 
program 138 for the mutual authentication has not yet 
been stored in the authentication program 138 when the 
content m anagement program 1 1 1 is installed In the per- 
sonal computer 1 but it will be supplied from the EMD 
registration server 3 and stored in the authentication 
program 138 when a registration has successfully been 
done by a display/operation instruction program 112. 
[0078] When the personal computer 1 reproduces 
contents stored in the content files 161-1 to 161-N re- 
corded in the content data base 11 4, the decryption pro- 
gram 139 is to decrypt the content. 

[0079] When checking out a predetermined content 
to the portable device 6-2 or checking in a predeter- 
mined content from the portable device 6-2, the PD driv- 
er 140 is to supply the portable device 6-2 with the con- 
tent or a command to have the portable device 6-2 ex- 
ecute a predetermined operation. 
[0080] When checking out a predetermined content 
to the portable device 6-1 or checking in a predeter- 
mined content from the portable device 6-1 , the PD driv- 
er 1 40 is to supply a device driver 116-1 with the content 
or a command to have the device driver 116-1 execute 
a predetermined operation. 

[0081] When checking out a predetermined content 
to the portable device 6-3 or checking in a predeter- 
mined content from the portable device 6-3, the PD driv- 



er 1 40 is to supply a device driver 1 1 6-2 with the content 
or a command to have the device driver 116-2 execute 
a predetermined operation. 

[0082] The purchase driver 141 is a so-called plug-in 
s program. It Is installed along with the content manage- 
ment program 111 , and supplied from the EMD registra- 
tion server 3 via the network 2 or as recorded in a pre- 
determined CD. Installed in the personal computer 1 , 
the purchase driver 141 is to send and receive data to 
10 and from the content management program 111 via an 
interface of a predetermined type the content manage- 
ment program 111 has. 

[0083] The purchase driver 141 sends to the EMD 
server 4-2 via the network 2 a request for sending a pre- 
J5 determined content, and receives the content from the 
EMD server 4-2. Also, the purchase driver 141 makes 
an accounting when receiving a content from the EMD 
server 4-2. 

[0084] The purchase driver 1 42 is a program which is 
so to be installed along with the content management pro- 
gram 111. It is to send to the EMD server 4-3 via the 
network 2 a request for sending a predetermined con- 
tent, and receives the content from the EMD server 4-3. 
Also, the purchase driver 142 makes an accounting 

25 when receiving a content from the EMD server 4-3. 
[0085] The display/operation instruction program 112 
is to have the display unit 20 display a predetermined 
window image based on a filtering data file 181, display 
data file 1 82, image files 1 83-1 to 1 83-K or history data 

so file 1 84, and instruct the content management program 
1 11 by means of the keyboard 1 8 or mouse 1 9 to check 
. in or out a content. 
[0086] Theflltering data file 181 has stored therein da- 
ta for weighting each of contents stored in the content 

35 files 161-1 to 161-N recorded in the content data base 
114, and it is recorded in the HDD 21 . 
[0087] The display data file 182 has stored therein da- 
ta corresponding to contents stored in the content files 
161-1 to 161-N recorded in the content data base 114, 

40 and it is recorded in the HDD 21 . 

[0088] The image files 183-1 to 183-K have stored 
therein images corresponding to the content files 1 61 -1 
to 161-N recorded in the content data base 114 or im- 
ages corresponding to packages which will further be 

45 described later, and they are recorded in the HDD 21 . 
[0089] In the following, the image files 1 83-1 to 1 83-K 
will be referred to simply as "image file 1 83" where it is 
not necessary to identify them individually. 
[0090] The history data file 184 has stored therein his- 

so tory data including numbers of times contents stored in 
the content files 1 61 -1 to 1 61 -N recorded in the content 
database 114 have been checked out, numbers of times 
the contents stored in the content files 161-1 to 161-N 
have been checked in, dates of the check-in and check- 

55 out, etc., and it is recorded in the HDD 21 . 

[0091] For the registration, the display/operation in- 
struction program 11 2 is to send a previously stored ID 
of the content management program 111 to the EMD 
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registration server 3 via the network 2 while receiving 
an authenticate key and EMD selection program 131 
from the EMD registration server 3, and supplies the 
content management program 111 with the authenticate 
key and EMD selection program 1 31 . 
[0092] Th e recording p rogram 1 1 3 is to read o ul data 
such as a data recording time, etc. from a CD which is 
the optical disc 42 set in the drive 22 based on an oper- 
ation made to the keyboard 18 or mouse 19, while dis- 
playing a predetermined window image. 
[0093] The recording program 113 requests, via the 
network 2, for sending to the WWW server 5-1 or 5-2 of 
data corresponding to a CD (e.g., album name, artist 
name and the like) or data corresponding to contents 
recorded in the CD (e.g., content names and the like) 
based on the content recording time recorded in the CD 
while receiving, from the WWW server 5-1 or 5-2 data 
corresponding to a CD or data corresponding to con- 
tents recorded in the CD. 

[0094] The recording program 113 is to supply re- 
ceived data corresponding to a CD or data correspond- 
ing to contents recorded in the CD to the display/oper- 
ation instruction program 112. 

[0095] When supplied with a recording instruction, the 
recording program 113 reads out contents from a CD 
being the optical disc 42 set in the drive 22 and outputs 
it as well as the usage rule data corresponding to the 
content such as No. of maximum possible checkouts to 
the content management program 111. 
[0096] The content data base 1 1 4 stores in any of the 
content files 161-1 to 161-N contents supplied from the 
content management program 111, compressed by a 
predetermined method and encrypted by a predeter- 
mined method .(namely, they are recorded in the HDD 
21 ). The content data base 114 stores in any of the us- 
age rule files 1 62-1 to 1 62-N corresponding to the con- 
tent files 161-1 to 161-N, respectively, having contents 
stored therein usage rule data corresponding to the con- 
tents stored in the content files 161-1 to 161-N, respec- 
tively (namely, they are recorded in the HDD 21). 
[0097] The content data base 114 may have stored 
therein the content files 161-1 to 161-N or usage rule 
files 162-1 to 162-N as records. 
[0098] For example, usage rule data corresponding 
to a content stored in the content file 1 61 -1 is stored in 
the usage rule file 162-1 . Also, usage rule data corre- 
sponding to a content stored in the content file 161-N is 
stored in the usage file 162-N. 
[0099] A starting program 1 1 7 is, so to speak, a resi- 
dent program which is continuously operating while the 
operating system of the personal computer 1-1 is oper- 
ating, and starts the display/operation instruction pro- 
gram 112 when it is not started if the starting program 
1 1 7 receives from the device driver 1 1 6-2 a signal mean- 
ing the portable device 6-1 has been connected to the 
USB port 23-1. 

[0100] Also, the starting program 117 starts the dis- 
play/operation instruction program 112 when it is not 



started if the starting program 117 receives from the de- 
vice driver 116-2 a signal meaning the portable device 
6-3 has been connected to the USB port 23-3. 
[0101] When the display/operation instruction pro- 

s gram 1 12 is started by the starting program 117 as the 
portable device 6-1 is connected to the USB port 23-1 , 
or as the portable device 6-3 is connected to the USB 
port23-3, the display/operation instruction program 112 
reads out from the portable device 6-1 or 6-3 data relat- 

io ed to the content, euch as music title, playing time and 
the like, recorded in the portable device 6-1 or 6-3 to 
display them on a predetermined window described lat- 
er. 

[0102] Further, when the display/operation instruction 
15 program 112 is started by the starting program 117 as 
the portable device 6-1 is connected to the USB port 
23-1 , or as the portable device 6-3 is connected to the 
USB port 23-3, the display/operation instruction pro- 
gram 1 1 2 checks in the content, that is limited to the con- 
20 tent checked out from the personal computer 1 -1 , from 
the portable device 6-1 or 6-3 connected, selects the 
content based on a predetermined setting, and checks 
out the selected content to the portable device 6-1 or 
6-3, if the predetermined setting is set to the display/ 
25 operation instruction program 112. 

[0103] In the following, the content files 161-1 to 

161- N will be referred to simply as "content file 161" 
where it is not necessary to identify them individually. 
Also, in the following, the usage rule files 1 62-1 to 1 62-N 

30 will be referred to simply as "usage rule file 1 62" where 
it is not necessary to identify them individually. 
[0104] As the function of the other personal computer 
1-2 is similar to that of the personal computer i-1 de- 
scribed above, the explanation is omitted. 

3s [0105] Referring now to FIG. 5, there is shown an ex- 
ample of usage rule data stored in the usage rule files 

162- 1 to 162-N. For the item "Content ID", there is set 
data to identify a content stored in each of the content 
files 161-1 to 161-N. For the item "checkout Possible? 

40 ", there is set either "YES" or "NO". When "YES" is set 
for this Item, the content management program 111 can 
check out a content identified with the "Content ID" to 
any of the portable devices 6-1 to 6-3. When "NO" is set 
for the item "Checkout Possible?", the content man age- 

4S ment program 111 will not check out the content identi- 
fied with the "Content ID" to any of the portable devices 
6-1 to 6-3. 

[0106] Forthe item "No. of Maximum Possible Check- 
outs", there is set a maximum number of times the con- 
so tent management p rog ram 1 1 1 can check out either the 
corresponding content file 1 61 -1 or 1 61 -N. The number 
of maximum possible checkouts will not be changed. 
[0107] Forthe item "No. of Possible Checkouts", there 
is set a number of times the content management pro- 
55 gram 111 can check out either the corresponding con- 
tent file 161-1 or 161-N at the time. When the content 
management program 111 checks out a content once, 
the number for the item "No. of Possible Checkouts" is 
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decremented correspondingly. When the content man- 
agement program 111 checks in a content once, the 
number for the item "No. of Possible Checkouts" is in- 
cremented correspondingly. 

[0108] When neither the corresponding content file 
161-1 nor 161-N is checked out, a value equal to the 
number of maximum possible checkouts is set as the 
corresponding number of possible checkouts. 
[0109] When the numberforthe item "No. of Possible 
Checkouts" changes from "1" to "0" as the result of the 
checkouts done by the content management program 
111 , there will be set "NO" for the item "Checkout Pos- 
sible?". When the numberforthe item "No. of Possible 
Checkouts" changes from "0" to "1" as the result of the 
check-in's done by the content management program 
111 , there will be set "YES" for the item "Checkout Pos- 
sible?". 

[01 10] In the item "Move Possible?" , there is set either 
"YES" or "NO". When "YES" is set forthis item, the con- 
tent management program 111 can move a content 
identified with the "Content ID". When "NO" is set for the 
item "Move Possible", the content management pro- 
gram 111 will not move the content identified with the 
"Content ID". 

[011 1] In the item "Copy Possible?", there is set either 
"YES" or "NO". When "YES" is set forthis item, the con- 
tent management program 111 can copy a content iden- 
tified with the "Content ID". When "NO" is set for this 
item, the content management program 111 will not copy 
the content identified with the "Content ID". 
[0112] In the item "Number of Possible Copies", there 
is set a number of times the content management pro- 
gram 111 can effect content copy. 
[0113] In the Item "Usage Period", there Is stated a 
period for which a content identified with the "Content 
ID" can be used (checkout or playback). 
[0114] In the item "Content-Usable District", there is 
stated a district (e.g., Japan or Worldwide) where a con- 
tent identified with the "Content ID" can be used (check- 
out or playback). . 

[0115] In the item "Signature", there is stored data 
(will be referred to as "signature data" hereinafter) the 
signature management program 137 generates based 
on data set in the items "Content ID" to "Content-Usable , 
District". The signature data is used for detection of any 
falsification of usage rule data. The algorithm used by 
the signature management program 1 37 for generation 
of signature data is a unidirectional function. Since it is 
not disclosed to the public, it is difficult for any otherthan 
the supplier of the content management program 1 1 1 to 
generate a correct signature data based on data set in 
the items "Content ID" to "Content-Usable District". 
[01 16] The purchase application program 115 is sup- 
plied from the EMD registration server3 via the network 
2 or as recorded in a predetermined CD. The purchase 
application program 115 is to request the EMD server 
4-1 for sending a predetermined content, receives the 
content from the EMD server 4-1 and supplies it to the 



content management program 111 . Also, the purchase 
management program 115 makes an accounting when 
receiving the content from the EMD server 4-1 . 
[0117] Next, correspondence between data stored in 
s the display data file 82 and the content files 161-1 to 
1 61 -N stored in the content data base will be described: 
[0118] A content stored in any of the content files 
. 1 61 -1 to 1 61 -N belongs to a predetermined package. In 
detail, the package is an original package, My select 
io package or a filtering package. 

[0119] More than one content belong to the original 
package. The original package corresponds to the con- 
tent classification in the EMD servers 4-1 to 4-3 (e.g., 
so-called album) or to a single CD. The contents belong 
is to any original package and cannot belong to a plurality 
of original packages. The original package to which the 
contents belong cannot be modified. The user can edit 
(addition of information or modification of added infor- 
mation) a part of information corresponding to the orig- 
20 inal package. 

[0120] Referring now to FIG. 6, there is shown an ex- 
ample of the relation between the original package dis^- 
play data 201 included in a display data file 1 82 and con- 
tent files 161-1 to 161-N. The relation defines the rela- 
ys tion between an original package and contents. The 
original package display data 201 includes package dis- 
play data 221 -1 to 221 -M. 

[0121] The package display data 211-1 is related with 

the content display data 221 -1 -1 to 221 -1 -i. 
30 [0122] Thecontentdisplay data221-1-1 corresponds 

to a content stored in the content file 161-1. Usage rule 

data for a content stored in the content file 161-1 is 

stored in the usage rule 1 62-1 . 

[0123] - Thecontentdisplay data22t-1-2 corresponds 
35 to a content stored in the content file 161 -2. Usage rule 

data for a content stored iri the content file 161-2 is 

stored in the usage rule 162-2. 

[0124] The content display data 221 -1 -i corresponds 

to a content stored In the content file 161-q. Usage rule 
40 data for a content stored in the content file 161-q is 

stored in the usage rule 162-q. 

[0125] The package display data 211-2 are related 

with the content display data 221-2-1 to 221-2-j. 

[0126] The content display data 221 -2-1 corresponds 
45 to a content stored in the content file 161 -(q-t-1). Usage 

rule data for a content stored in the content file 161-(q 

+1 ) is stored in the usage rule 1 62-(q+1). 

[0127] The content display data 221 -2-2 corresponds 

to a content stored In the content file 161-(q+2). Usage 
so rule data for a content stored in the content file 1 61 -(q 

+2) is stored in the usage rule 162-(q+2). 
[0128] The content display data 221 -2-j corresponds 
to a content stored i n the content file 1 61 -r. Usage ru le 
. ■ dataforacontentstoredinthecontentfile161-risstored 
55 in the usage rule 162-r. 

[0129] Similarly, the package display data 21 1 -M are 
related with the content display data 221 -M-1 to 221 -M- 
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[0130] Thecontent display data 221 -M-pcorresponds 
to a content stored in the content file 161 -N. Usage rule 
data for a content stored in the content file 161-N is 
stored in the usage rule 162-N. 
[0131] In the following, the package display data 
211-1 to 211-M will be referred to simply as "package 
display data 211" where it is not necessary to identify 
them individually. Also, the content display data 221 -1-1 
to 221 -M-p will be referred to simply as "content display 
data 221" where it is not necessary to identify them in- 
dividually. Also, the content display data 161-1 to 161-N 
will be referred to simply as "content display data 161" 
where it is not necessary to identify them individually. 
The usage rule files 162-1 to 162-N will be referred to 
simple as "usage rule file 162" where it is not necessary 
to identify them individually. 

[0132] Referring now to FIGS. 7A to 7C, there is 
shown an example of the composition of the display data 
file 1 82. FIG. 7A shows an example of the original pack- 
age display data 201 . The original package display data 
201 corresponds to a main table which stores display 
data corresponding to the package of the display data 
file 1 82, and includes package ID data for identification 
of a package, package type data for identification of ei- 
ther My Select package or filtering package, data of a 
package source in which a name of any one of the EMD 
servers 4-1 to 4-3 or a CD is set, package name data, 
artist name data, genre name data, content ID data in- 
dicating name of image file in which an image corre- 
sponding to a package is stored, and content ID data 
corresponding to more than one content belonging to a 
package. 

[0133] Information corresponding to an original pack- 
age added. by the user is added to the main table or a 
sub table not shown. 

[01 34] FIG. 7B shows an example of the content dis- 
play data 221. The content display data 221 corre- 
sponds to a main table of the display data file 1 82 which 
stores display data corresponding to the content, and 
includes content ID data, original package ID data for 
identification of an original package to which a corre- 
sponding package belong, content name data, data on 
number of checkouts, data on maximum number of 
checkouts, and data for indicating name of image file in 
which an image corresponding to a content is stored. 
[0135] Further, the display data file 1 82 may be made 
to correspond to a content ID and have data type and 
data recorded in the sub table, as shown in FIG. 7C. In 
the sub table are recorded data and the data type which 
is different from that of the main table, corresponding to 
each content ID per a record. 

[0136] For example, in the sub table of the display da- 
ta file 182 shown in FIG. 7C are recorded a cyber code 
(trademark), an ISRC (Internationa! Standard Record- 
ing Code), a songwriter name and a composer name 
corresponding to the content whose content ID is 
123xDES3. Also, in the sub table of the content display 
data 221 shown in FIG. 7C are recorded a cyber code 



(trademark), an ISRC, a reproduction period and 
number of reproduction corresponding to the content 
whose content ID is 123xDES4. 
[0137] Meanwhile, in the sub table of the display data 

s file 1 82 may be recorded data and the data type which 
is different from that of the main table of the package, 
corresponding to each package ID. 
[0138] Accordingly, by using the sub table, even if a 
new type of data corresponding to the content is added, 

fo the display data file 1 82 can record the data of the new 
type smoothly and promptly without changing the sys- 
tem of the main table. 

[0139] The My Select package has belonging thereto 
more than one content freely selected by the user. The 
is user can freely make an edition to have a content belong 
to a My Select package. A content may belong to more 
than one My Select package, and may not belong to any 
My Select package. 

[0140] Referring now to FIG. 8, there is shown an ex- 

20 ample of the relation between the My Select package 
display data 241 belonging to the display data file 182 
and content files 161-1 to 161-N. The relation defines 
the relation between a My Select package and contents. 
The My Select package display data 241 includes pack- 

25 age display data 251 -1 to 251 -S. 

[0141 ] The package display data 251 -1 is related with 
the content display data 221 -1 -1 221 -2-2 or 221 -1 -i cor- 
respondingly to a setting made by the user. 
[0142] The package display data 251 -2 is related with 

so the content display data 221 -2-j 221 -3-1 or221-1-2 cor- 
respondingly to a setting made by the user. 
[0143] Similarly, the package display data 251 -S is re- 
lated with the content display data 221-2-2 or 221-1-1 
correspondingly to a setting made by the user. 

35 [0144] In the following, the package display data 
251-1 to 251 -S wilt be referred to simply as "package 
display data 251" where it is not necessary to identify 
them individually. 

[01 45] Since the package display data 251 has a sim- 
40 ilar composition to that of the package display data 221 
having been previously described with reference to FIG. 
7A : so it wilt not be described any further. 
[0146] Thus, the user can have a desired content be- 
long to a My Select package. One content belongs to a 
<s plurality of My Select packages as the case may be. 
[0147] The filtering package has belonging thereto a 
content selected based on filtering data stored in the fil- 
tering data file 181. The filtering data is supplied from 
the EMD servers 4-1 to 4-3 or WWW server 5-1 or 5-2 
so via the network 2, or as recorded in a predetermined 
CD. The user may edit filtering data stored in the filtering 
file 1 81 . 

[0148] The filtering data is a reference for selection of 
a predetermined content or calculation of a weight cor- 
55 responding to a content. For example, using the tittering 
data corresponding to the J-POP (Japanese pops) of 
the week, the personal computer 1 can identify ten con- 
tents from the best to tenth-place ones of the week. 
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[0149] The filtering data file 181 includes for example 
filtering data for selection of contents in the descending 
order of the periods for which they have been checked 
out for the past one month, filtering data for selection of 
contents having been checked out frequently for the 
past half year or filtering data for selection of contents 
including a letter "love" in their name. 
[0150] Thus, a content in the filtering package is se- 
lected by relating the content display data 221 corre- 
sponding to the content {including data set by the user 
in the content display data 221 ) or history data 184 with 
a filtering data. 

[0151] Referring now to FIG. 9, there is shown an ex- 
ample of the relation between the filtering package dis- 
play data 281 belonging to the display data file 1 82 and 
content files 161-1 to 161-N. The relation defines the 
relation between a My Select package and contents. 
The filtering package display data 281 includes package 
display data 291-1 to 291-A. 

[01 52] The package display data 291 -1 is related with 
the content display data 221-2-1 , 221-1-2 or 221 -M-p. 
[01 53] The package display data 291 -2 is related with 
the content display data 221-1 -i, 221 -2-j and 221 -2-2. 
[0154] Similarly, the package display data 291 -A is re- 
lated with the content display data 221 -1-i, 221 -2-j and 
221^2-2. 

[0155] In the following, the package display data 
291-1 to 291-A will be referred to simply as "package 
display data 291" where it is not necessary to identify 
them individually. 

[0156] Since the package display data 291 has a sim- 
ilar composition to that of the package display data 221 
having been previously described with reference to FIG. 
7A, so It wilt not be described any further. 
[0157] Thus, a predetermined content selected by the 
user operating the personal computer 1 belongs to the 
filtering package, and one content belongs to a plurality 
of filtering packages as the case may be. 
[0158] Next, EMD registration will be described with 
reference to FIG, 10. When the display/operation in- 
struction program 112 is initially started with the content 
management program 111 and display/operation in- 
struction program 1 1 2 installed in the personal computer 
1 , it references to a uniform resource locator (URL) and 
the like previously stored therein, and connects to the 
EMD registration server 3 via'the network 2. 
[01 59] The EMD registration server 3 sends data for 
display of a screen intended for the registration to the 
display/operation instruction program 112. The display/ 
operation instruction program 112 will display a screen 
having an EMD registration button 311 disposed there- 
on on the display unit 20 as shown in FIG. 11 for exam- 
ple. 

[0160] When the EMD registration button 311 is 
clicked, the display/operation instruction program 112 
requests the EMD registration server 3 for sending an 
authenticate key 301 and EMD selection program 131 
previously recorded in the EMD registration server 3 



along with a previously stored ID for the content man- 
agement program 111 and necessary data for the reg- 
istration (e.g., name of the user of the personal compu- 
ter! and credit No.). 

s [0161] When it is determined that the received ID for 
the content management program 111 is valid, the EMD 
registration server 3 sends the authenticate key 301 and 
EMD selection program 131 to the display/operation in- 
struction program 112 via the network 2. 

10 [0162] On the contrary, when it is determined that the 
received ID forthe content management program 111 is 
invalid, the EMD registration server 3 will send a prede- 
termined error message to the display/operation instruc- 
tion program 112 via the network 2. When the ID forthe 

15 content management program 111 is not invalid, the dis- 
play/operation instruction program 112 cannot acquire 
the authenticate key 301 and EMD selection program 
'131. 

[0163] Upon reception of the authenticate key 301 
so and EMD selection program 1 31 from the EMD registra- 
tion server 3, the display/operation instruction program 
112 will supply the authenticate key 301 and EMD se- 
lection program 131 to the content management pro- 
gram 111. 

25 [0164] When supplied with the authenticate key 301 
and EMD selection program 131 from the display/oper- 
ation instruction program 112, the content management 
program 111 will install and start the EMD selection pro- 
gram 131, and supply the authenticate key 301 to the 

30 authentication program 13B. The authentication pro- 
gram 138 stores therein the acquired authenticate key 
301. 

[0165] After started, the EMD selection program 131 
will display, on the display unit 20, a window having dis- 
ss posed therein buttons for starting the connection with 
any of the EMD servers 4-1 to 4-3 as shown in FIG. 12 
for example. 

[0166] When an EXA-SOFT AUDIO button 331 forex- 
ample is clicked, the content management program 1 1 1 

*o starts a purchase application 1 51 and connects the pur- 
chase application 151 to the EMD server 4-1 . At this 
time, the authentication program 138 uses the authen- 
ticate key 301 to execute a mutual authentication with 
the purchase application 151 and has the purchase ap- 

45 plication 151 make a mutual authentication with the 
EMD server 4-1 . 

[0167] When the purchase application 151 has suc- 
cessfully made the mutual authentication with the EMD 
server 4-1 , it will display, on the display unit 20, a screen 
so for purchase of a content as shown in FIG. 1 3 for exam- 
ple. 

[0168] When an AQUA AUDIO button 332 for exam- 
ple, shown in FIG. 12, is clicked, the content manage- 
ment program 111 will install the purchase driver 141 
ss being a plug-in program, and connectthe purchase driv- 
er 141 to the EMD server 4-2. At this time, the authen- 
tication program 138 uses the authenticate key 301 to 
execute a mutual authentication with the purchase driv- 
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er 141 and has the purchase driver 141 make a mutual 
authentication with the EMD server 4-2. 
[0169] When the purchase driver 141 has succeeded 
in the mutual authentication with the EMD server 4-2 : it 
will display, on the display unit 20, a screen for purchase 
of a content as shown in FIG. 14 for example. 
[0170] Similarly, when a DMD button 333 for example, 
shown in FIG. 12, is clicked, the content management 
program 111 will connectthe purchase driver 142 to the 
EMD server 4-3. At this time, the authentication program 
138 uses the authenticate key 301 to execute a mutual 
authentication with the EMD server 4-3 via the purchase 
driver 142. 

[0171] Note that when a check button 334 (DIRECT 
CHECKOUT) shown in FIG. 12 is checked, a content 
received from any of the EMD servers 4-1 to 4-3 {name- 
ly, the content is purchased) is stored into the content 
data base 114 and checked out to any predetermined 
one of the portable devices 6-1 to 6-3. 
[0172] Next, reading of a content from a CD set in the 
drive 22 and recording of the content will be described. 
[0173] Referring now to FIG. 15, there is shown an 
example of the display/operation instruction window the 
display/operation instruction program 112 displays on 
the display unit 20 when it is started after completion of 
the EMD registration. 

[0174] The display/operation instruction window has 
disposed therein a button 341 for starting the recording 
program-11 3, button 342 for starting the EMD selection 
program 131 , button 343 for displaying a field in which 
check-in or checkout is set, and a button 344f or display- 
ing a field for edition of a My Select package, that is, the 
My Select package display data 241 . 
[0175] When a button 345 also disposed is selected, 
data corresponding to an original package is displayed 
in a field 351 . When a button 346 also disposed is se- 
lected, data corresponding to a My Select package is 
displayed in the field 351. When a button 347 also dis- 
posed is sefected, data corresponding to a filtering pack- 
age is displayed in the field 351 . 
[0176] Data displayed in the field 351 relates to a 
package, and it is for example a package name or artist 
name. 

[01 77] As shown in FIG. 1 5, in the fiefd 351 , there are 
shown, for example, a package name "FIRST" and artist 
name "A. TARO" stored in the package display data 
221-1 , a package name "SECOND" and artist name "A, 
TARO" stored in the package display data 221-2, etc. 
[0178] In afield 352, there is shown data correspond- 
ing to contents belonging to packages selected in the 
field 351 . Date displayed In this field 352 include content 
name, play time or number of possible checkouts, etc., 
for example. 

[0179] In FIG. 15 for example, since a package cor- 
responding to the package display data 221-2 is select- 
ed, there are displayed in the field 351 a content name 
"M INAM l-NO-SAKABA" and number of possible check- 
outs (indicating three checkouts) stored in the con- 



tent display data 221-1 corresponding to contents be- 
longing to a package corresponding to the package dis- 
play data 221-2, a content name "KITA-NO-HAKABA" 
and number of possible checkouts (indicating two 

s checkouts" stored In the content display data 221-2, etc. 
[0180] One eighth note as the number of possible 
checkouts displayed in the filed 352 indicates that the 
corresponding content can check out once. 
[0181] A rest note as the number of possible check- 

io outs displayed in the filed 352 indicates that the corre- 
sponding content cannot check out, that is, the number 
of possible checkouts is zero. Also, a treble cief as the 
number of possible checkouts displayed in the filed 352 
indicates that there is no limit in the number of possible 

'5 checkouts of th e correspondi ng content, that Is , the co r- 
responding content can check out with no limit. 
[0182] Note that the number of possible checkouts 
may not only be indicated with a number of predeter- 
mined figures (e.g., star, moon or the like) as shown in 

20 FIG. 15 but also with a numeral or the likes. 

[0183] Also the display/operation instruction window 
has disposed therein a field 348 in which an image or 
.. the like corresponding to a selected package or content 
is displayed, and a button 349 for use to play back a 

25 selected content (output a sound corresponding to the 
content from the speaker 24). To play back the selected 
content, the button 349 is to be clicked. 
[0184] By selecting a predetermined content name 
displayed in the field 352 and making an erasing oper- 

30 ation while data corresponding to the original package 
are being displayed in the field 351 with the button 345 
activated, the display/operation instruction program 112 
will have the content management program 111 erase 
a predetermined content stored in the content data base 

35 114 and corresponding to the selected content name. 
[0185] Referring now to FIG. 16, there is shown, for 
explanation, a window the recording program 113 has 
the display unit 20 display when it is started by clicking 
the button 341 . 

40 [0186] The recording program 113 reads a play time 
of a content from a CD set in the drive 22, and displays 
it in a field 383. Since the name of the content is un- 
known, the recording program 113 will display "UN- 
KNOWN" in a part of the field 383 in which a content 

45 name is to be displayed. 

[0187] Since both he title of the CD set in the drive 22 
and artist name are unknown, the recording program 
113 will display "UNKNOWN" in each of afield 381 in 
which a CD title is to be displayed and a field 382 in 

so which an artist name is to be displayed. 

[0188] The window displayed on the display unit 20 
by the recording program 113 has further disposed 
therein a button 384 which is to be clicked for acquisition 
of information from a CD, and a button 385 for setting 

55 whether or not a content read from the CD should auto- 
matically be checked out to any of the portable devices 
6-1 to 6-3 when the read content is recorded into the 
content data base 114. 
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[0189] When the button 385 for example is clicked, 
the recording program 113 will have the display unit 20 
display a pulldown menu showing the list of portable de- 
vices 6-1 to 6-3. When the user selects any of the port- 
able devices 6-1 to 6-3 from thepulldown menu, the per- 
sonal computer 1 will automatically check out a content 
recorded from the CD for any selected one of the port- 
able devices 6-1 to 6-3. When the user selects "NO 
CHECKOUT from the pulldown menu, the personal 
computeM will not checkout any content recorded from 
the CD. 

[0190] Thewindowtherecordingprogram 113hasthe 
display unit 20display has also disposed therein a button 
386 for instructing the start of recording of a content re- 
corded in the CD. 

[0191] Referring now to FIG. 17, there is shown a 
property dialog box the recording program 113 has the 
display unit 20 display when CD information is to be ac- 
quired from either of the WWW servers 5-1 and 5-2 and 
where it is set from which of the WWW servers 5-1 and 
5-2 the CD information should be acquired. 
[01 92] The property dialog box has disposed therein 
a field 401 where it is set from which of the WWW serv- 
ers 5-1 and 5-2 the CD information should be acquired. 
When "CDDB" for example is set in the field 401 , the 
recording program 113wi!l request the WWWserver 5-1 
for sending the CD information. When "CD NEW JAPAN" 
(for example, the name of a company or site providing 
a similar service to that provided by the CD NEW 
(trademark) ) Is set In the field 401 , the recording pro- 
gram 113 will request the WWW server 5-2 correspond- 
ing to CDDB for sending the CD information. 
[0193] When "CDDB" Is set in the field 401 , fields 402 
and 403 will be ready for such a setting. URL at the first 
site of CDDB is to be set in the field 402 while that at 
the second site of CDDB is to be set in the field 403. 
[0194] When the CD information is received from ei- 
ther of the WWW servers 5-1 and 5-2, there will be set 
in a. field 404 a directory in which the received informa- 
tion is to be recorded (any directory of the HDD 21 ). 
[01 95] When a b utto n 405 also disposed i n the prop- 
erty dialog box is clicked, the recording program 113 will 
access, via the network 2, a predetermined one of the 
WWW servers based on URL previously stored in the 
recording program 113, acquire information on URL at 
the first site of CDDB and URL at the second site of CD- 
DB, and set the information on URL at the first site of 
CDDB as candidate information to be set in the field 402 
while setting the information on URL at the second site 
of CDDB as candidate information to be set in the field 
403, as shown in FIG. 1 8. 

[0196] When the button 384 shown in FIG. 16 is 
clicked after the user sets "CDDB" in the field 401 , URL 
at the first site of CDDB in the field 402 and URL at the 
second site of CDDB in the field 403 as shown in FIG. 
19, the recording program 113 will connect to the WWW 
server 5-f based on URL set in the field 402 and URL 
set in the field 403, request the WWW server 5-1 for CD 



information by following a procedure corresponding to 
"CDDB" set in the field 401, and receive the CD infor- 
mation from the WWW server 5-1 , 
[0197] Referring nowto FIG. 20, there is shown a win- 

s dow the recording program 113 has the display unit 20 
display when it has received the CD information from 
the WWW server 5-1 with the button 384clicked. Based 
on the CD information received from the WWW server 
5-1, the recording program 113 will display a CD title 

10 such as "Asynchronized" for example in the field 381 , 
and also an artist name such as "KUWAI" for example 
in the field 382. 

[0198] Based on the CD information received from the 
WWW server 5-1 , the recording program 113 will display 
15 content names such as "HEAT", "PLANET 1 , "BLACK", 
"SOUL" , etc. for example in a part of the field 383 where 
a content name is to be displayed, and also an artist 
name such as "KUWAI" for example in a part of the field 

383 where an artist name is to be displayed. 

20 [0199] When having received more two pieces of CD 
information from the WWW server 5-1, the recording 
program .1 1 3 wili have the display unit 20 display a dialog 
box as shown in FIG. 21 for selection by the user of any 
of the CD information pieces. 

25 [0200] FIG. 22 shows a dialog box the recording pro- 
gram 113 has the display unit 20 display when the button 

384 is clicked with "CDNEW JAPAN" set in the field 401 
and in which a search keyword is to be set. 

[0201] As shown in FIG. 22, the dialog box has dis- 

30 posed therein buttons 431 , 432, 433 and 434. The but- 
ton 431 is to be activated by clicking for searching CD 
information taking an album name as a search keyword. 
The search keyword for the album name is set in a field 
441 also disposed in the dialog box. 

35 [0202] The button 432 is to be activated by clicking for 
searching CD information taking an artist name as a 
search keyword. The search keyword forthe artist name 
is set In a field 442 also disposed in the dialog box. 
[0203] The button 433 is to be activated by clicking for 

40 searching CD information taking a content name as a 
search keyword. The search keyword for the content 
name is set in afield 443 also disposed in the dialog box. 
[0204] The button 434 is to be activated by clicking for 
searching CD information taking a product No. as a 

45 search keyword. The search keyword for the product 
No. is set in a field 444 also disposed in the dialog box. 
[0205] For searching CD information, at least any one 
of the buttons 431 to 434 is activated. 
[0206] When searching CD information taking an art- 

50 ist name as a search keyword as shown in FIG. 23, the 
button 434 is activated and a string of characters indi- 
cating the artist name such as "KUWAI" is set in the field 
442. 

[0207] When the search button disposed i n the dialog 
55 box to set a search keyword is clicked, the recording 
program 1 1 3 will connect to the WWW server 5-2 based 
on a previously stored URL or the like, request the 
WWW server 5-2 for CD information following a proce- 
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dure corresponding to "CDNEW JAPAN" set in the field 
401 and based on the search keyword set in the dialog 
box, and receive the CD information from the WWW 
server 5-2. 

[0208] The WWW server 5-2 sends the CD informa- 
tion along with data for displaying an image which 
prompts the user to purchase a CD related with the 
searched CD information to the personal computer 1 as 
shown in FIG. 24. The user of the personal computer 1 
can purchase a predetermined CD via the network 2 
based on the data for displaying the image which 
prompts the user to purchase the CD. 
[0209] Referring now to FIG. 25, there is shown, for 
explanation, a window the recording program 113 has 
the display unit 20 display when it has received the CD 
information from the WWW server 5-2 after clicking the 
search button 384 disposed in the dialog box to set the 
search keyword. Based on the CD information received 
from the WWW server 5-2, the recording program 113 
displays a CD title such as "Asynchronized" for example 
in the field 381, and also an artist name such as "KU- 
WAI" for example in the field 382. 
[021 0] Based o n th e CD informatio n received f ro m the 
WWW server 5-2, the recording program 113 will display 
content names such as "HEAT", "PLANET", "BLACK", 
"SOUL", etc. forexample in a part of the field 383 where 
a content name is to be displayed, and also an artist 
name such as "KUWAI" for example in a part of the field 
383 where an artist name is to be displayed. 
[0211] After the recording program 113 receives a 
predetermined CD information, it will store the CD infor- 
mation into -the directory in the HDD 21 , designated in 
the field 404. 

[021 2] When instructed to acquire CD Information by 
the user clicking the.button 384 orthe like, the recording 
program 113 will first search the directory in the HDD 
21 , designed in the field 404. When the CD information 
is stored in the directory in the HDD 21 , designated in 
the field 404, the recording program 113 will display a 
dialog box 461 shown in FIG. 26 to prompt the user to 
select whetherthe CD information stored in the directory 
designated in the field 404 is to be used. 
[0213] When the button 386 for instructing to start re- 
cording of any one of the contents displayed in the win- 
dow the recording program 113 has the display unit 20 
display is clicked, the recording program 113 will read 
the content from a CD set in the drive 22 and supply the 
content read from the CD along with the CD information 
to the content management program 111 .The compres- 
sion method conversion program 134 in the content 
management program 111 will compress the content 
supplied from the recording program 113 by a predeter- 
mined compression method, and the encryption pro- 
gram 135 will encrypt the compressed content. The us- 
age rule conversion program 136 generates usage rule 
data corresponding to the compressed and encrypted 
content. 

[0214] The content management program 111 will 



thus supply the compressed and encrypted content 
along with the usage rule data to the content data base 
114. 

[0215] The content data base 114 generates the con- 

s tent file 161 and usage rule file 1 62 corresponding to a 
content received from the content management pro- 
gram 111, and stores the content into the content file 
1 61 and the usage rule data into the usage rule file 1 62. 
[0216] When the content and usage rule data corre- 

io sponding to the content are stored in the content data 
base 114, the content management program 111 will 
supply the CD information and usage rule data received 
from the recording program 1 1 3 to the display/operation 
instruction program 112. 

*s [0217] The display/operation instruction program 112 
will generate the original package display data 201 and 
content display data 221 based on the usage rule data 
and CD information corresponding to the content stored 
in the content data base 11 4 by the recording. 

so [0218] As shown in FIG. 27, when the button 345 is 
selected, the name of the original package (CD title) cor- 
responding to the content stored in the content data 
base 114 by the recording is displayed in the field 351 
in the display/operation instruction window. When the 

ss package is selected, a content name corresponding to 
the content read from the CD is displayed in the field 
352. 

[0219] When the content read from the CD is recorded 
In the content data base 114 and the button 385 in the 

30 window the recording program 1 1 3 has the display unit 
20 display is selected (activated), the display/operation 
instruction program 112 displays, in the display/opera- 
tion instruction window, a field 481 in which the riame of 
a content stored in a previously designated one of the 

35 portable devices 6-1 to 6-3 is to be displayed, as shown 
in FIG. 28. 

[0220] Corresponding to each music title of the con- 
tent, a symbol indicating if the content can check in to 
the persona! computer 1 -1 is displayed on the leftmost 

to of the field 481. For example, a "o" positioned on the 
leftmost of the field 481 indicates that the content cor- 
responding to the music name of the content can check 
in to the personal computer 1 -1 , that is, the content has 
been checked out from the personal computer 1 -1 . As 

45 exemplified in FIG. 29, a "x" positioned on the leftmost 
of the field 481 indicates that the content corresponding 
to the music name of the content cannot check in to the 
personal computer 1-1 , that is, the content has not been 
checked out from the persona! computer 1-1, but in- 

50 stead, e.g., the content has been checked out from the 
personal computer 1 -2. 

[0221] The display/operation instruction program 112 
has the content management program 1 1 1 check outthe 
content read from the CD and recorded in the content 
55 data base 11 4 to any of the portable devices 6-1 to 6-3, 
previously designated. 

[0222] Thus, just with the button 385, in the window 
the recording program 113 has the display unit 20 dis- 
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play, being kept activated, when the content read from 
the CD is recorded into the content data base 114, the 
personal computer 1 can check out the content read 
from the CD to any of the portable devices 6-1 to 6-3, 
previously designated. 

[0223] When the display/operation instruction pro- 
gram 112 has displayed the field 481 in the display/op- 
eration instruction window, it also displays, in the dis- 
play/operation instruction window, a field 482 in which 
the name of a portable package to which a content 
stored in any of the portable devices 6-1 to 6-3, previ- 
ously designated belongs (namely, a package to which 
a content stored in any of the portable devices 6-1 to 
6-3 belongs) is displayed, a button 483 to close the field 
481, and a button 484 to execute check-in or checkout. 
[0224] Further, when the display/operation instruction 
program 112 has displayed the field 481 in the display/ 
operation instruction window, it displays, in the display/ 
operation instruction window, also a button 491 to. set 
checkout of a content corresponding to content name 
selected in the field 352, a button 492 to set check-in of 
a content corresponding to a content name selected in 
the field 481 , a button 493 to set check-in of all contents 
corresponding to content names displayed in the field 
481 , and a button 494 to cancel the setting of check-ih 
or checkout. 

{0225] Next, setting of check-in or checkout and exe- 
cution of the check-in or checkout will be described be- 
low: 

[0226] When the button 343 for displaying a filed In 
which check-in or checkout is to be set is clicked, the 
display/operation instruction program 112 displays, in 
the display/operation instruction window, the field 481 
tn which the name of a content stored In any of the port- 
able devices 6-1 to 6-3, previously designated is to be 
displayed. 

[0227] For example, when content names "MINAMI- 
NO-SAKABA", "KITA-NO-HAKABA" and "SH1CHINA- 
RABE" displayed in the field 352 are selected as shown 
in FIG. 29 and the button 491 Is clicked, the display/op- 
eration Instruction program 112 sets checkout of con- 
tents correspon ding to th e content names " Ml NAM l-NO- 
SAKABA", "KITA-NO-HAKABA" and "SHICHINA- 
RABE", respectively, and displays the content names 
"MINAMI-NO-SAKABA", "KITA-NO-HAKABA" and 
"SHICHINARABE"inthefield481,asshownin FIG. 30. 
[0228] Corresponding to the content name 
"OHSHOH", a "o" positioned on the leftmost of the field 
481 i n dicates that the content co rrespondi ng to the con- 
tent name "OHSHOH" can check in to the personal com- 
puter 1 -1 . That is, the content corresponding to the con- 
tent name "OHSHOH" is one that has been checked out 
from the personal computer 1 -1 . 
[0229] Corresponding to the content name "FU", a "x" 
positioned on the leftmost of the field 481 indicates that 
the content corresponding to the content name "FU" 
cannot check in to the personal computer 1-1 . That is, 
the content corresponding to the content name "FU" is 



not one that has been checked out from the personal 
computer 1-1, but instead, e.g., one that has been 
checked out from the personal computer 1-2. 
. [0230] Corresponding to the content name "KAKU", a 

s "x" positioned on the leftmost of the field 481 Indicates 
that the content corresponding to the content name 
"KAKU" cannot check in to the personal computer 1 -1 . 
That is, the content corresponding to the content name 
"KAKU 1, is not one that has been checked out from the 

io personal computer 1-1 , but instead, e.g., one that has 
been checked out from the personal computer 1-2. 
[0231] Corresponding to the content name "HISHA", 
a "o" positioned on the leftmost of the field 481 indicates 
that the content corresponding to the content name "Hl- 

f5 SHA" can check in to the personal computer 1 -1 . That 
is, the content corresponding to the content name "HI- 
SHA" is one that has been checked out from the per- 
sonal computer 1-1. 

[0232] As the content corresponding to the content 
so name "MINAMI-NO-SAKABA", the content correspond- 
ing to the content name " KITA-NO-HAKABA" and the 
content corresponding to the content name'SH ICH INA- 
RABE" are ones that have been checked out from the 
personal computer 1-1, a "O" is displayed on the left- 
25 most of the field 481 , corresponding to each of the con- 
tent name "MINAMI-NO-SAKABA", the content name 
"KITA-NO-HAKABA" and the content name'SHICHlNA- 
RABE". 

[0233] At this time, the display/operation instruction 
30 program 112 changes a number of possible checkouts 
for the content name "MINAMI-NO-SAKABA" in the field 
352 from three one-eighth notes indicating three check- 
outs to two one-eighth notes indicating two checkouts, 
a number ofposslble checkouts for the content name 
3s "KITA-NO-HAKABA" also in the field 352 from two one- 
. eighth notes indicating two checkouts to a one-eighth 
note indicating one checkout, and a number of possible 
checkouts forthe content name "SHICHINARABE" also 
in the field 352 from three one-eighth notes indicating 
40 three checkouts to two one-eighth notes indicating two 
checkouts. 

[0234] For example, when in the status shown in FIG . 
30, the content name "KITA-NO-HAKABA" is selected 
in the field 481 and the button 492 is clicked, the display/ 
45 operation instruction program 112 will set check-in of the 
content corresponding to the content name "KITA-NO- 
HAKABA" and erase this content name in the field 481 
as shown in FIG. 31 . 

[0235] At this time, the display/operation instruction 
so program 112 will change the number of possible check- 
outs for the content name "KITA-NO-HAKABA" dis- 
played in the field 352 from a one-eighth note indicating 
one checkout to two one-eighth notes indicating two 
checkouts. 

55 [0236] Also, by dragging and dropping a package 
name disp layed in the field 35 1 to the field 48 1 , checko ut 
of all contents belonging to a package corresponding to 
the dragged and dropped package name is set. 
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[0237] With setting of check-in orcheckoutonly by op- 
erating the buttons 491 to 494, the personal computer 
1 will not execute any check-in or checkout. 
[0238] When the button 484 is clicked after check-in 
or checkout is set by operating the buttons 491 to 494, 
the display/operation instruction program will have the 
content management program 111 execute the check- 
in or checkout. That is, with the button 434 clicked, the 
display/operation instruction program 112 will have the 
content management program 111 send either a content 
to any of the portable batteries 6-1 to 6-3 or a predeter- 
mined command corresponding to check-in (for exam- 
ple, a command for erasing a predetermined content 
stored in any of the portable devices 6-1 to 6-3), based 
on the check-in or checkout setting, and erase usage 
rule data stored in the usage rule fiie 162 corresponding 
to the sent content or command. 
[0239] When check-in or checkout is done, the dis- 
play/operation instruction program 1 1 2 updates a histo- 
ry data stored in the history data file correspondingly to 
the sent content or command. The history data includes 
information for identification of the checked-in or 
checked-out content or data at which the content has 
been checked in or out, and the name of any of the port- 
able devices 6-1 to 6-3 to which the content has been 
checked out. 

[0240] Since check-in or checkout can be set in a 
short time, the user can quickly know the status after 
execution of check-in or checkout. Thus, the number of 
check-in's or checkouts which takes time can be re- 
duced to shorten the entire time necessary for check-in 
or checkout^inclu ding the time for setting and execution 
of check-in or checkout), 

[0241] Next, edition of My Select package such as ad- 
dition of a desired content o a predetermined My Select 
package will be described. 

[0242] As shown in FIG. 32, when the button 344 for 
displaying a field in which a My Select package is edited 
is clicked, the display/operation instruction program 1 1 2 
displays, in the display/operation instruction window, a 
field 501 in which a content name corresponding to a 
content belonging to a. predetermined My Select pack- 
age is to be indicated. 

[0243] At this time, the display/operation instruction 
program 112 displays, in the display/operation instruc- 
tion window, a field 502 in which the name of a selected 
My Select package {stored in any of the package display 
data 251 -1 to 251 -S) is to be displayed. When the name 
of a My Select Package to be edited is set in the field 
502, the display/operation instruction program 112 dis- 
plays, in the field 501 , a content name corresponding to 
the My Select package having the package name 
(stored in a content display data 221 related with any of 
the package display data 252-1 to 252-S). 
[0244] Further, when the display/operation instruction 
program 112 displays the field 501 in the display/oper- 
ation instruction window, it will display, in the display/ 
operation instruction window, a button 521 for an oper- 



ation to h ave a content correspon d i ng to a content name 
se lected in the field 352 also belong to a My Select p ack- 
age whose name is displayed in the field 502 (to store 
a content ID of the selected content display data 221 

s Into any of the package display data 251 -1 to 251 -S), a 
button 522 for an operation to erase the content corre- 
sponding to the content name selected in the field 501 
from the My Select package whose name is displayed 
in the field 502 (to erase the content ID of the selected 

"> content display data 221 from any of the package dis- 
play data 251 -1 to 251 -S), and a button 523 for an op- 
eration to cancel an preceding operation (to have the 
content also belong to the My Select Package or erase 
the content from the My Select package). 

is [0245] For example, by displaying the field 501 in the 
display/operation instruction window, the user can have, 
belong to the My Select package whose package name 
"My Best 1" is displayed in the field 502, a content 
named "North Star", content named "Shooting Star", 

so content named "South-Alps", content named "Multimil- 
lionaire" and a content named " Slot 1". 
[0246] That is to say, in response to a predetermined 
operation, the display/operation instruction program 112 
stores into the package display data 251 in which the 

25 package name "My Best 1 " is stored the IDs for the con- 
tent named "North Star", content named "Shooting 
Star", content named "South-Alps", content "Multimil- 
lionaire", and the content named "Slot 1", respectively. 
[0247] Also, when the package name displayed in the 

30 field 351 is dragged and dropped to the field 501 , all 
contents belonging to a package corresponding to the 
dragged and dropped package can be made to belong 
to the My Select package whose name is displayed in 
the field 502. 

35 [0248] When the button 346 disposed in the display/ 
operation instruction window to display, in the field 351 , 
data corresponding to a My Select package is activated, 
the display/operation instruction program 1 1 2 wilt dis- 
play, in the field 351 , package names corresponding to 

40 the My Select package (e.g., "My Best 1 ", "My Best 2", 
"Snow Drive", "MINAMl-NO-SHIMA-Select", "Traveling 
Abroad", etc.), and in the field 352 names of contents 
belonging to a My Select package corresponding to a 
selected package name, as shown in F!G. 33. 

45 [0249] When the name of a predetermined content 
displayed in the field 352 is selected and the erasing 
operation is made while data corresponding to a My Se- 
lect package has been displayed in the field 351 with 
the button 346 activated, the display/operation instruc- 

so tion program 112 will erase only data of a content ID 
corresponding to a content belonging to the package in- 
cluded in the package display data 251 but not any pre- 
determined content stored in the contend data base 11 4. 
[0250] Next, display corresponding to a filtering pack- 

55 age, and relating the filtering package with a desired 
content will be described: 

[0251] When the button 347 disposed in the display/ 
operation instruction window to display, in the field 351 , 
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data corresponding to a filtering package is activated, 
the display/operation instruction program 112 displays, 
in the field 351, package names corresponding to the 
filtering package (e.g., 'Ten best pops", Ten Best rock 
'n' roll's", 'Ten best ENKA's", "Standard love songs", 
"Recommendable 'BO pops", etc.), and, in the field 352, 
names of contents belonging to the filtering package 
corresponding to the selected package name, as shown 
in FIG. 34. 

[0252] Referring nowto FIG. 35, there Is explained the 
generation of a filtering package. The display/operation 
instruction program 112 generates package display da- 
ta 291-1 based on the content display data 221-1-1 to 
221 -M-p stored in the display data file 1B2 and history 
data stored in the history data file 184 or any of them 
and filtering data 551-1 stored in the filtering data fitter 
181. 

[0253] The package display data 291-1 has stored 
therein ID for a content belonging to a filtering package 
corresponding to thereto. 

[0254] For example, the package display data 291 -1 
stores IDs for predetermined 10 contents (e.g., ones 
corresponding to ten best pops) designated with the fil- 
tering data 551-1. 

[0255] The display/operation instruction program 1 12 
generates package display data 291-2 based on the 
content display data 221-1-1 to 221 -M-p stored in the 
display data file 1 82 and history data stored in the history 
data file 184 or any of them and filtering data 551-1-2 
stored in the filtering data filter 1 81 . 
[0256] The package display data 291-2 has stored 
therein. ID for a content belonging to a filtering package 
corresponding to thereto. 

[0257] For example, the package display data 291 -2 
stores IDs for contents whose names contain a prede- 
termined string of characters (e.g., names of contents 
including characters "love") designated with the filtering 
data 551-2. 

[0258] Similarly, the display/operation instruction pro- 
gram 112 generates package display data 291-3 to 
291 -A. Each of the package display data 291 -3 to 291 -A 
has stored therein ID for acontent belonging to a filtering 
package corresponding thereto. 
[0259] For example, the package display data 291 -3 
stores IDs for 1 0 contents selected based on the history 
data stored in the history data file 1 84 and which have 
been checked out most frequency for the last week. 
[0260] Also the package display data 291 -4, for ex- 
ample, stores IDs for 1 0 contents selected at random 
and whose total of play times counts 60 minutes. 
[0261] In this way, the display/operation instruction 
program 112 generates package display data 291-2 
based on the content display data 221-1-1 to 221-Wl-p 
stored in the display data file 1 82 and history data stored 
in the history data file 184 or any of them and filtering 
data 551 -1 -1 to 551-1 -A stored in the filter data file 1 81 . 
[0262] The filtering data 551-1 to 551 -A are down- 
loaded from a predetermine server via the network2, or 
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supplied as recorded in a predetermined CD from the 
drive 22. Also, the user himself can generate the filtering 
data 551-1 to 551 -A. 

[0263] For example, operating the personal computer 
s 1 to generate a new filtering package by down-loading 
and updating the filtering data 551-1 to 551 -A from more 
than one server via the network 2 at a predetermined 
time every day without modification of contents record- 
ed in the content data base 114, the user can use the 
to new generated filtering package for enjoying different 
combinations of contents. 

[0264] Next, an image displayed in the field 348 will 
be described below. As shown in FIG. 36, when a pack- 
age name displayed in the field 351 is selected while a 

15 content name displayed in the field 352 has not been 
selected (therefore, no content has not been played 
back), the display/operation instruction program 112 
displays, in the field 348, an image related with a pack- 
age corresponding to the selected package name. 

so [0265] That is, referring to data indicating the image 
file name stored in the package.display data 211, 251 
or 291, the display/operation instruction program 112 
selects any one of the image files 1 83-1 to 1 83-K, reads 
image data stored in the selected one of the image files 

25 1 83-1 to 1 83-K, and displays, in the field 348, an image 
corresponding to the image data. 
[0266] For example, when the package name "Sec- 
ond" of the original package is selected while the con- 
tent name displayed in the field 352 is not selected, he 

30 display/operation instruction program 112 refers to data 
indicating an image file name stored in the package dis- 
play data 211 , reads image data stored in a predeter- 
mined one of the image files 183-1 to 183-K, and dis- 
plays, In the. field 348, an Image corresponding to the 

35 image data. 

[0267] Also, when a predetermined image is dragged 
and dropped to the field 348 with the package name dis- 
played in the field 351 being selected and the content 
name displayed in the field 352 being not selected, the 

40 display/operation instruction program 112 makes the 
dragged and dropped image correspond to a package 
corresponding to the selected package name. 
[0268] that is, the display/operation instruction pro- 
gram 112 converts the coding method by which the 

45 dragged and dropped image has been coded to a pre- 
determined method (e.g., JPEG (Joint Photographic Ex- 
perts Group) or the like), adjusts the size of the image 
(e.g., to 30 pixels by 30 pixels.orthe like), subtracts the 
colors (e.g., 256 colors or the like), records the image 

so into the image file 1 83, and records the name of the im- 
age file 183 in which the image has been recorded as 
data indicating any image file name in the package dis- 
play data 21 1,251 or291 corresponding to the package 
name. 

55 [0269] As shown in FIG. 37, when the content name 
displayed in the field 352 is selected while no content 
has been played back, the display/operation instruction 
program 112 displays, in the field 348, an image related 
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with a content corresponding to the selected content 
name. That is to say, the display/operation instruction 
program 112 refers to data indicating an image file name 
stored in the content display data 221 corresponding to 
the content corresponding to the selected content 
name, reads image data stored in a predetermined one 
of the image files 183-1 to 183-K, and displays, in the 
filed 348, an image corresponding to the image data. 
[0270] For example, when the package name "Sec- 
ond" of the original package is selected and the content 
name "South-Alps" displayed in the field 352 is selected 
while the content "South-Alps" has not been played 
back, the display/operation instruction program 112 re- 
fers to a corresponding image file stored in the content 
display data 221 corresponding to a content corre- 
sponding to the content name "South-Alps", reads im- 
age data stored in a predetermine one of the image files 
183-t to 1 83-K, and displays, in the field 348, an image 
corresponding to the image data. 
[0271 ] At this time, when the button 346 is activated 
while data indicating an image file name is not set in the 
content display data 221 corresponding to a content cor- 
responding to a selected content name, the display/op- 
eration instruction program 112 refers to data indicating 
an image file name stored in the content display data 
221 to which the content belongs, reads image data 
stored in a predetermine one of the image files 1 83-1 to 
183-K, and displays, in the field 348, an image corre- 
sponding to the image data. 

[0272] Similarly, when the button 346 is activated 
while no corresponding image file is set in the content 
display image .221 corresponding to a content corre- 
sponding to a selected content name, the display/oper- 
ation instruction program 112 refers to data indicating 
an image file name stored in the package display data 
251 to which the content belongs, reads image data 
stored in a predetermine one of the Image files 183-1 to 
183-K, and displays, in the field 348, an image corre- 
sponding to the image data. 

[0273] Similarly, when the button 347 is activated 
while no corresponding image file is set In the content 
display data 221 corresponding to a content corre- 
sponding to a selected content name, the display/oper- 
ation instruction program 112 refers to data indicating 
an image file name stored in the package display data 
291 to which the content belongs, reads image data 
stored in a predetermine one of the image files 1 83-1 to 
183-K, and displays, in the field 348, an image corre- 
sponding to the image data. 

[0274] Also, when a predetermined image is dragged 
and dropped to the field 348 while the content name dis- 
played in the field 352 is selected, the display/operation 
instruction, program 112 relates the dragged and 
dropped image with a content corresponding to the se- 
lected content name. Namely, the display/operation in- 
struction program 112 converts the coding method by 
which the dragged and dropped image has been coded 
to a predetermined one; adjusts the size of the image, 



subtracts the colors, records the image into the image 
file 183, and records the d name of the recorded image 
file 183 in which the image has been stored as data in- 
dicating any image file name In the package display data 

5 221 corresponding to the content name. 

[0275] As shown in FIG. 38, when a content corre- 
sponding to a content name displayed in the field 352 
has been played back (when a sound has been output- 
ted from the speaker 24), the display/operation instruc- 

10 tlon program 1 12 displays, in the field 348, an image in- 
dicating a signal level in each frequency band (e.g., in 
each octave) of the output sound (that is a so-called im- 
age on a spectrum analyzer). 

[0276] Also as shown in FIG. 39, when acontent cor- 
'5 responding to a content name displayed in the field 352 
has been played back according to a user's setting, the 
display/operation instruction program 112 displays, in 
the field 348, an image indicating a signal level corre- 
sponding to the time lapse of the output sound during a 
20 predetermined period. 

[0277] Also, when the display/operation instruction 
program 112 does not display the fields 351 and 352 
according to a user's setting, the display/operation in- 
struction program 112 will display, in the field 348, an 
S5 image indicating a signal level in each frequency band 
of the output sound when a content has been played 
back, and an image corresponding to a selected pack- 
age or content when no content has been played back, 
as shown in FIGS. 40 and 41 . 
30 [0278] Next, how contents are combined will be de- 
scribed. The content management program 111 com- 
bines contents when the contents belong to the same 
original package, the number of possible checkouts for 
them Is equal to the maximum number of possible 
35 checkouts, that is, the maximum number of possible 
checkouts for one of the contents is equal to that for the 
other and no playback time limit is set for them. 
[0279] As shown in FIG. 42, in case the display of the 
original package has been selected, if names corre- 
ct) sponding to two ormore content names displayed in the 
field 352, such as "Heat" and "Sonic, are selected, 
namely, if contents belonging to the same original pack- 
age are selected, and the combinecommand is selected 
from the edit menu, the content management program 
<*s 111 combines the contents corresponding to "Heat" and 
"Sonic", respectively, together to generate a new con- 
tent, stores it into a new content file 161, and records 
the content lile 1 61 into the content data base 114. 
[0280] The content management program 1 1 1 gener- 
ic ates a usage rule file 1 62 for the content generated by 
the above content combination and stored in the new 
content file 161 , and records the usage rule file 162 into 
the content data base 114. 

[0281 ] A name for the content generated by the above 
55 content combination is generated from the names of the 
contents having been combined as in the above. For ex- 
ample, the display/operation instruction program 112 
will give a name "Heat + Sonic" to the content generated 
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by combining the contents corresponding to the names 
"Heat" and "Sonic", respectively, as shown in FIG. 43. 
[0282] Note that the content management program 
111 will not combine any contents which are selected 
from the My Select package or filtering package. That 
is, the combine command cannot be selected from the 
menu in the window displayed by the display/operation 
instruction program 112. 

[0283] Next, how a content is divided will be de- 
scribed. The content management program 111 divides 
a content whose number of possible checkouts is equal 
to a maximum number of possible checkouts, that is, 
which has not yet been checked out and for which no 
playback time limit has been set. 
[0284] As shown in FIG. 44, in case the display of the 
original package has been selected, if the combine com- 
mand is selected from the edit menu while a predeter- 
mined content, such as a content having a name "But- 
terfly' 1 is being played back, the content management 
program 111 divides a content corresponding to "Butter- 
fly" at a position thereof being played back to generate 
two contents, stores them into a new content file 161, 
and records the content file ,161 into the content data 
base 114. 

[0285] The content management program 111 gener- 
ates a usage rule file 1 62 forthe contents generated by 
the above content division and stored in the new content 
file 1 61 , and records the usage rule file 1 62 into the con- 
tent data base 114. 

[0286] Names for the contents generated by the 
above content division are generated from the name of 
the content having been divided as in the above. For 
example, the display/operation Instruction program 112 
gives names "Butterfly (1 )" and "Butterfly (2)" to the con- 
tents, respectively, generated by dividing the content 
corresponding to the name "Butterfly" as shown in FIG. 
45. 

[0287] Note that the content management program 
111 will not divide any content which is selected from 
the My Select package or filtering package. That is, the 
combine command cannot be selected from the menu 
in the window displayed by the display/operation in- 
struction program 112. 

[0288] Next, operations for a registration, effected 
when the display/operation instruction program 112 is 
initially started with the content management program 
111 and display/operation instruction program 112 in- 
stalled in the personal computer 1 , will be described with 
reference to the flow chart shown in FIG. 46: 
[0289] At step S11 , the display/operation instruction 
program 112 installed in the personal computer 1 refers 
to predetermined URL and the like network 2 and con- 
nects to the EMD registration server 3. 
[0290] At step S12, the display/operation instruction 
program 112 sends, to the EMD registration server 3, 
the ID of the content management program 111 , previ- 
ously stored in the content management program 111 , 
along with necessary data for the registration (such as 



the name of a user of the personal computer 1 and credit 
No.). Note that at step S12, the display/operation in- 
struction program 112 may send, to the EMD registra- 
tion server 3, the ID of the display/operation instruction 
s program 112, previously stored In the display/operation 
instruction program 112, along with the necessary data 
forthe registration. 

[0291] At step S13, the EMD registration server 3 re- 
ceives the content management program 111. At step 

16 S1 4, the EMD registration server 3 judges whether the 
ID of the content management program 111 is valid. 
When the ID of the content management program 111 
is determined to be valid, the operation goes to step S1 5 
where the EMD registration server 3 will register the us- 

15 er of the personal computer 1 based on the name of the 
user and credit No., and sends a predetermined number 
of authenticate keys {for use for mutual authentication 
with the EMD servers 4-1 to 4-3, for example) to the per- 
sonal computer 1 . 

20 [0292] At step S16, the display/operation instruction 
program 1 1 2 receives the predetermined number of au- 
thenticate keys sent from the EMD registration server 3. 
At step S17, the EMD registration server 3 sends the 
EMD selection program 131 to the personal computer 

25 1 . At stepS 18, the display/operation instruction program 
112 receives the EMD selection program 131 sent from 
the EMD registration server 3. 
[0293] At step S19, the display/operatjon instruction 
program 112 supplies the received EMD selection pro- 

30 gram 1 31 to the content management program 111 . At 
step S20, the content management program 111 starts 
the EMD selection program 131 . Thus, the procedure 
for the registration Is complete. 
[0294] If at step S14, the ID of the content manage- 
as ment program 111 is determined to be invalid, the oper- 
ation goes to step S21 where the EMD registration serv- 
ers will send a predetermined error message to the per- 
sonal computer 1 without effecting any registration. At 
step S22, the display/operation instruction program 112 

40 receives the error message sent from the EMD registra- 
tion server 3. 

[0295] At step S23, the display/operation instruction 
program 112 displays the received error message. 
Thus, the procedure forthe registration is complete. 

45 [0296] When the display/operation instruction pro- 
gram 112 is started, the personal computer 1 acquires 
the authenticate keys used forthe mutual authentication 
with the EMD servers 4-1 to 4-3 and the EMD selection 
program 1 31 , for example. 

so [0297] Next, recording from a CD according to the re- 
cording program 113 will be described with reference to 
the flow chart in FIG. 47. At step S41 , the recording pro- 
gram 113 puts the drive 22 into action, reads data cor : 
responding to a content recorded in the CD set in the 

55 drive 22 (number of contents or play time), and displays 
a contents list recorded in the CD in a predetermined 
window. 

[0298] At step S42,the recording program 113 judges 
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whether the button 348 for acquisition of information cor- 
responding to the CD has been clicked. When it is de- 
termined that the button 384 has been clicked, the op- 
eration goes to step S43 where the recording program 
113 wili acquire the Information corresponding to the s 
CD. The acquisition of the information corresponding to 
the CD will further be described later with reference to 
the flow chart in FIG. 48. 

[0299] At step S44, the recording program 113 dis- 
plays, in a predetermined window, the information cor- 10 
responding to the CD, having been acquired by the op- 
eration at step S43. 

[0300] If at step S42, it is determined that the button 
384 for acquisition of information corresponding to a CD 
has been clicked, it is not necessary to acquire the in- 15 
formation corresponding to the CD, so the operation 
slips over steps S43 and S44 and goes to step S45. 
[0301] At step S45, the recording program 113judges 
whether the button 386 for instruction to start recording 
of a content recorded in the CD has been clicked. If it is so 
determined that the button 386 has not been clicked, the 
operation goes back to step S45 where it will be repeat- 
edly judged whether the button 386 hasibeen clicked, 
until it is determined that the button 386 has been 
clicked. 25 
[0302] When it is determined, at step S45, that the 
button 386 has been clicked, the operation goes to step 
S46 where the recording program 113 will acquire, 
based on a check set correspondingly to a content name 
in the field 383, content selection information indicating 30 
which of contents recorded in the CD is to be recorded. 
At step S47, the recording program 1 1 3 reads a selected 
content from the CD based on the content selection in- 
formation.. 

[0303] AtstepS48, the recording program 113 has the 35 
compression method conversion program 134 in the 
content management program 111 compress the con- 
tent read from the CD by a predetermined conversion 
method such as ATRAC3,for example. At step S49, the 
recording program 113 has the encryption method con- 40 
version program 135 in the content management pro- 
gram 111 encrypt the compressed content by a prede- 
termined encryption method such as DES, for example. 
[0304] At step S50, the recording program 1 1 3 has the 
content data base 114 store the compressed and en- 45 
crypted content. At step S51 , the recording program 1 1 3 
generates usage rule data corresponding to the content 
stored in the content data base 1 1 4, and has the content 
data base 114 store the generated usage rule data into 
the usage rule file 1 62 (related with the content stored so 
in the content data base 1 1 4). At step S52, the recordln g 
program 113 updates the display data file 1 82 based on 
the generated usage rule data or information corre- 
sponding to the CD. 

[0305] At step S53, the recording program 1 1 3 judges 55 
whether the button 385 for setting checkout, or no 
checkout, of the content read from the CD to any of the 
portable devices 6-1 to 6-3 (automatic checkout) is ac- 



tivated. When it is determined that the button 385 is ac- 
tive, the operation goes to step S54 where the display/ 
operation instruction program 112 is started. 
[0306] At step S55, the recording program 113 has the 
display/operation Instruction program 1 1 2 check out the 
content stored in the content data base 1 1 4 to any of the 
portable devices 6-1 to 6-3. Thus, the procedure is com- 
plete. 

[0307] If it is determined, at step S53, that the button 
385 is not active, it is not necessary to check out the 
content, the operation is complete with a skip oversteps 
S54 and S55. 

[0308] When the recording from the CD is effected 
with the button 385 being active, the personal computer 
1 will store the content read from the CD into the content 
data base 114 and automatically check it out to any of 
the portable devices 6-1 to 6-3. 
[0309] Similarly, when the display/operation instruc- 
tion program 112 receives a content from any of the 
EMD servers 4-1 to 4-3 while check is made with the 
check button 334, it will store the received content into 
the content data base 114 and have the content man- 
agement program 111 check out the content to any of 
the portable devices 6-1 to 6-3. 
[031 0] Next, acquisition of information corresponding 
to a CD, effected under the recording program 113 and 
at step S43 in FIG. 47, will be described with reference 
to the flow chart in FIG. 48: 

[0311] At step S71, the recording program 113 
searches information recorded in a predetermined di- 
rectory (e.g., directory in the HDD 21 , designated in the 
field 404 in the dialog box 461). 
[0312] At step S72, the recording program 1 1 3 judg- 
es, based on data corresponding to a content recorded 
in a CD set in the drive 22 (e.g., number ol contents or 
playtime), whether information corresponding to the CD 
is recorded in the predetermined directory. If it is deter- 
mined that the information corresponding to the CD is 
not recorded in the predetermined directory, the opera- 
tion goes to step S73 where it is judged, based on a 
character string set in the field 401 , whether CDNEW 
has been selected. 

[0313] When it is determined, at step S73, that CD- 
NEW has been selected, the operation goes to step S74 
where the recording program 1 1 3 will connect to a serv- 
er corresponding to CDNEW (e.g., WWW server 5-2) 
via the network 2. At step S75, the recording program 
11 3 has the display unit 20 display a screen for input of 
a search keyword (e.g., dialog box shown in FIG. 22). 
At step S76, the record i ng program 1 1 3 sends , to a serv- 
er corresponding to CDNEW, asearch keyword inputted 
based on the screen such as album name, artist name, 
content name, product No. or the like. 
[0314] At step S77, the recording program 113 re- 
ceives information correspondi ng to the CD from a serv- 
er corresponding to CDNEW. 

[031 5] At step S78, the recording program 113 relates 
the information corresponding to the CD with the con- 
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tent, and terminates the procedure. 
[0316] If it is determined, at step S73 : that CDNEW 
has not been selected, the operation goes to step S79 
since CDDB has been selected. At step S79, the record- 
ing program 113 will connect to a server corresponding s 
to CDDB (e.g., WWW server 5-1) via the network 2 
based on URL of the first site of CDDB set in the field 
402 and U RL of the second site of CDDB set in the field 
403. At step SBO, the recording program 113 sends, to 
a server corresponding to CDDB, data corresponding to « 
a play time of a content recorded in the CD. 
[0317] At step S81, the recording program 113 re- 
ceives information corresponding to the CD from the 
server corresponding to CDDB. 

[0318] AtstepS82,therecordingprogram113judges 15 
whether data corresponding to the CD, received from 
the server corresponding to CDDB, include more than 
two candidates. When if is determined that there are 
available more than two candidates, the operation .goes 
to step S83 where a dialog box will be displayed for al- so 
lowing the user to select use or no use of information 
corresponding to any CD. 

[0319] At step S84, the recording program 11 3 selects 
any one of the candidates based on an input to the dia- 
log box, and the operation goes to step S78 where the 25 
recording program 113 will relate information corre- 
sponding to the CD with the content. Thus the procedure 
is complete. 

[0320] If it is determined, at step S82, that there are 
not available more than two candidates, the operation 30 
goes to step S78 where the recording program 113 will 
relate the information corresponding to the CD, having 
been received from the server corresponding to CDDB, 
and thus the procedure is complete. 
[0321] When it is determined, at step S72, that the in- 35 
formation corresponding to the CD is recorded in the 
predetermined directory, the operation goes to step S85 
where the recording program 113 will read the recorded 
information corresponding to the CD, and goes to step 
S78 where it will relatethe read information correspond- « 
ing to the CD with the content, and thus the procedure 
is complete. 

[0322] As in the above, the recording program 113 ac- 
quires information corresponding to the CD from any of 
two or ore servers different in searching procedure from 4s 
each other. Also, when information corresponding to the 
CD has been acquired and recorded, the recording pro- 
gram 113 will use the recorded information. 
[0323] Next, how to record data to the display data file 
182 underthe display/operation instruction program 112 « 
will be described with reference to the flow chart shown 
in FIG. 49. As shown, at step S91 , the display/operation 
instruction display program 112 generates a record in 
the main table in the display data file 1 82. 
[0324] At step S92, the display/operation instruction a 
program 112 reads the type of data to be recorded into 
the display data file 1 82. At step S93, the display/oper- 
ation instruction program 112 judges whether or not the 



type of the data read at step S92 is that of data to be 
recorded to the main table in the display data file 182. 
If the display/operation instruction program 112 deter- 
mines that the type of the read data is the type of the 
data to be recorded to the main table, It goes to step 
S94 where it will record the data to an item correspond- 
ing to the type of the data recorded in the main table 
generated at step S91 . Then the display/operation in- 
struction program 112 will go to step S95. 
[0325] At step S95, the display/operation instruction 
program 1 1 2 judges whether all data have been record- 
ed. If the display/operation instruction program 112 de- 
termines that all the data have not yet been recorded, it 
returns to step S91 and repeats the data recording. 
[0326] If the display/operation instruction program 
1 1 2 determines at step S95 that all the data have been 
recorded, it ends the operation. 
[0327] If the display/operation instruction program 
1 1 2 determines at step S93 that the type of the read data 
is not the type of the data to be recorded to the main 
table, it goes to step S96 where it will generate a record 
in a sub table in the display data file 1 82. At step S97, 
the display/operation instruction program 112 records 
thetype of data to an item of the record generated in the 
sub table at step S96. At step S9B, the display/operation 
instruction program 112 records the data to the item of 
the record generated in the sub table at step 596, and 
goes to step S95 where it will judge whether all data 
have been recorded. 

[0328] As in the above, the display/operation instruc- 
tion program 112 can record data of a predetermined 
type in the main table in the display data file 182, and 
record, In the display data file 1 82, the type of data and 
data of other type than that of data recorded In the main 
table. 

[0329] Next, data read from the display data file 1 82 
by the display/operation instruction program 11 2 . will be 
described with reference to the flow chart shown in FIG. 
50. At step S1 01 , the display/operation instruction pro- 
gram 112 acquires a content ID or package ID corre- 
sponding to a content to be read. At step S1 02, the dis- 
play/operation instruction program 112 acquires the 
type of the data to be read. 

[0330] At step S1 03, the display/operation instruction 
program 1 1 2 judges whether the type of the data ac- 
quired at step S1 02 and which is to be read is that of the 
data to be recorded to the main table in the display data 
file 1 82. If the display/operation instruction program 112 
determines that the type of the data to be read is that of 

> the data to be recorded to the main table, it goes to step 
SI 04 where it will read a record corresponding to a con- 
tent ID or package ID from the main table in the display 
data file 182. At step S105, the display/operation in- 
struction program 112 reads, from the record read at 

~> step S104, data corresponding to the type of data re- 
corded as a predetermined item and which is to be read, 
and ends the operation. 

[0331] If it is determined, at step S1 03, that the type 
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of the data to be read is not that, of the data to be re- 
corded to the main table, the data to be read is recorded 
in the sub table and so the display/operation instruction 
program 112 goes to step S106 where it will read a 
record corresponding to a content ID or package IDfrom 
the sub table in the display data file 1 82. At step S 1 07, 
the display/operation instruction program 112 judges 
whether the type of the data stored in an item of the 
record read at step S106 is that of the data to be read. 
If it is determined that the type of the data stored in the 
item of the read record is not that of the data to be read, 
the display/operation instruction program 112 returns to 
step S1 06 and repeats the read of a record from the sub 
table. 

[0332] If it is determined, at step S1 07, that the type 
of the data stored in the item of the read record is that 
of the data to be read, the display/operation instruction 
program 112 goes to step S1 08 where it will read the 
data from the record and ends the operation. 
[0333] As fn the above, the display/operation instruc- 
tion program 1 1 2 can read a predetermined type of data 
from the display data file 1 82. 

[0334] Next, generation of afilterpackage, performed 
by the display/operation instruction program 112 when 
the button 437 is clicked, will be described with refer- 
ence to the flowchart in FIG. 51 . At step S111 , the dis- 
play/operation instruction program 112 selects a first fil- 
tering data 551, for example, the filtering data 551-1, 
stored in the filtering data file 181 . 
[0.335] At step S1 1 2, the display/operation instruction 
program 112 computes a weight for the content based 
on data stored -in the display data file 182 and history 
data stored In the history data file 184 or any of them 
and the selected filtering data 551. 
[0336] At step S113, the display/operation instruction 
program 112 selects a content belonging to a filtering 
package corresponding to the selected filtering data 551 
based on the weight for the content, computed at step 
S112. 

[0337] At step S114, the display/operation instruction 
program 1 1 2 registers the content having been selected 
at step S113 into a filtering package corresponding to 
the selected filtering data 551 . That is to say, the display/ 
operation instruction program 112 stores an ID for the 
selected content into the package display data 291 cor- 
responding to the filtering package corresponding to the 
selected filtering data 551 . 

[0338] At step S1 1 5, the display/operation instruction 
program 11 2 judges whether the content has been reg- 
istered in the filtering package corresponding to all the 
filter data 551 stored in the filtering data file 1 81 . if it Is 
determined that the content has not been registered in 
the filtering package corresponding to all the filtering da- 
ta 551, the operation goes to step S116 where a next 
filtering data 551 stored in the filtering data file 181 is 
selected, and then goes back to step S112 where the 
content registration will be repeated. 
[0339] If at step S1 15 it is determined that the content 



has been registered in the filtering package correspond- 
ing to all the filtering data 551, the procedure is com- 
plete. 

[0340] As in the above, the display/operation instruc- 

s Hon program 112 will select a content based on data 
stored in the display data tile 182 and history data stored 
in the history data file 184 or any of them and the select- 
ed filtering data 551 , and register the selected content 
into the filtering package. 

10 [0341 ] Next, content checkout or check-in effected by 
the display/operation instruction program 112 and con- 
tent management program 111 when the field 481 is dis- 
played in the display/operation instruction window, for 
example, will be described with reference to the flow 

« chart in FIG. 52: 

[0342] At step S121 , the display/operation instruction 
program 112 reads a number of possible checkouts cor- 
responding to the content from the display data file 182. 
At step S122, the display/operation instruction program 

20 112 displays the number of possible checkouts having 
been read at step S121 . 

[0343] At step S1 23, the display/operation instruction 
program 11 2judgeswhetherthe checkout setting button 
491 or check-in setting button 492 has been clicked. 

ss When it is determined that the button 491 or 492 has 
been clicked, the operation goes to step S124 where 
checkout of a content corresponding to a content name 
selected in the field 352 or check-in of a content corre- 
sponding to a content name selected in the field 481 will 

so be set. 

[0344] At step St 25, the display/operation instruction 
program 1 1 2 updates the number of possible checkouts 
in the content display data 221 In the display data file 
182 correspondingly to the setting of checkout of the 

35 content corresponding to the content name selected in 
the field 352 or to the setting of check-in of the content 
corresponding to the content name selected in the field 
481 , having been effected at step S124, and returns to 
step S121 where the same procedure will be repeated. 

40 [0345] If it is determined, at step S1 23, that neither 
the checkout setting button 491 nor cheok-ln setting but- 
ton 492 has bee clicked , the operation goes to step S1 26 
where the display/operation Instruction program 1 1 2 will 
judge whether the button 484 for effecting the check-in 

45 or checkout has been clicked. 

[0346] When it is determined at step S126 that the 
button 484 has been clicked, the operation goes to step 
S127 where the display/operation instruction program 
112 will have the check-in/checkout management pro- 

50 gram 132 in the content management program 111 ef- 
fect the checkout or check-in correspondingly to the set- 
ting of content checkout or check-in. The check-in/ 
checkout management program 132 judges, based on 
the usage rule data stored in the usage rule file 162, 

55 whether each content can be checked out or in. When 
the program 1 32 determines that such a content check- 
out or check-in is possible, it will effect it. 
[0347] When it is determined that the checkout or 
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check-in is not possible, the check-in/checkout manage- 
ment program 132 will not effect it. 
[0348] At step S128, the display/operation instruction 
program 112 has the check-in/checkout management 
program 132 in the content management program 111 
update the number of possible checkouts for the usage 
rule data stored in the usage rule file 162 in the content 
data base 114 (corresponding to a checked-out or 
checked-in content) correspondingly to the execution of 
the content checkout or check-in. 
[0349] At step S129 : the display/operation instruction 
program 112 has the check-in/checkout management 
program 132 reads the number of possible checkouts 
from the usage rule data stored in the usage rule file 
162, corresponding to the checked-out or checked-in 
content. 

[0350] At step S130 ; the display/operation instruction 
program 1 1 2 updates the number of possible checkouts 
stored in the history data file 1 84, and updates the con- 
tent display data 221 in the display data file 182 based 
on the number of possible checkouts having been read 
at step S129. Then it goes back to step S1 21 where the 
same procedure will be repeated. 
[0351] When It is determined, at step S126, that the 
button 484 has not been clicked, no checkout or check- 
in will be done. So the operation goes back to step S1 21 
where the same procedure will be repeated. 
[0352] As in the above, the display/operation instruc- 
tion program 1 1 2 will change the display corresponding- 
ly to the setting of checkout or check-in, and have the 
content management program 111 execute checkout or 
check-in based on the setting of checkout or check-in. 
[0353] Next, image paste, effected by the display/op- 
eration Instruction program 112 when a predetermined 
image has been dragged and dropped to the field 348, 
will be described with reference to the flow chart in FIG. 
53. At step S151 , the display/operation instruction pro- 
gram 112 judges whether a package has been selected. 
When it is determined that a package has been select- 
ed, the operation goes to step S152 where the dragged 
and dropped image will be changed to a predetermined 
size, and subjected to a coding method conversion and 
color subtraction. 

[0354] At step S153. the display/operation instruction 
program 112 stores the image subject to the coding 
method conversion and color subtraction at step S152 
into the image file 183. 

[0355] At step S1 54, the display/operation instruction 
program 1 1 2 judges whether a content has been select- 
ed. When it is determined that no content has been se- 
lected, the operation goes to step S155 where the image 
file 1 83 and selected package will be related with each 
other (that is, the name of the image file 183 in which 
the content is recorded is recorded as data indicating 
an image file name in any of the package display data 
211,251 or291 corresponding to the selected package), 
and thus the procedure is complete. 
[0356] If it is determined, at step S154, that a content 



has been selected, the operation goes to step S156 
where the display/operation instruction program 1 1 2 will 
relate the image file 183 with the selected content (that 
is, the name of the image file 183 in which the content 
5 is recorded is recorded as data Indicating an Image file 
name in the content display data 221 corresponding to 
the selected content), and thus the procedure is com- 
plete. 

[0357] If it is determined, at step S1 51 , that no pack- 
10 age has been selected, there is no object with which the 
image is related, so the operation goes to step S157 
where the display/operation instruction program 112 will 
display a predetermined error message and thus the 
procedure be complete. 
is [0358] As in the above, the display/operation instruc- 
tion program 112 can paste the dragged and dropped 
image on a package or content (image and package or 
content are related with each other). 
[0359] Next, image display effected by the display/op- 
20 eratlon instruction program 112 will be described with 
reference to the flow chart in FIG. 54. At step S1 81 , the 
display/operation Instruction program 112 judges 
whether a content has been played back. If it is deter- 
mined that no content has been played back, the oper- 
as ation goes to step S1 82 where it will be judged whether 
a package has been selected. 
[0360] . If it is determined, at step S1 82, that no pack- 
age has been selected, the operation goes to step S1 83 
wherethe display/operation instruction program 112 will 
30 display, in the field 348, a predetermined image (e.g., 
an image showing the supplier of the display/operation 
instruction program 1 1 2) and the operation will go back 
to step S1 81 where the same procedure will be repeat- 
ed. 

35 [0361] When it is determined, at step S182, that a 
. package has been selected, the operation goes to step 
S184 where the display/operation instruction program 
112 will judge whether a content has been selected. 
[0362] If it is determined, at step S1 84, that no content 

40 has been selected, the operation goes to step S18S 
where the display/operation instruction program 112 will 
■ display, in the field 348, an image related with the se- 
lected package (the display/operation instruction pro- 
gram 112 refers to data indicating an image file name 

45 stored in the package display data 211, reads image da- 
ta stored in a predetermined one of the image files 1 83-1 
to 1 83-K, and displays, in the field 348, an image corre- 
spondingto the image data), and go back to step S181 
where it will repeat the same procedure. 

so [0363] If it is determined, at step S1 84, that a content. . 
has been selected, the operation goes to step S186 
wherethe display/operation instruction program 112 will 
judge whether there is available an image related with 
the selected content. 

55 [0364] If it is determined, at step S1 86, that there is 
an image related with the selected content, the opera- 
tion goes to step S1 87 where the display/operation in- 
struction program 112 will display, in the field 348, the 
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image related with the selected content (the display/op- 
eration instruction program 112 refers to data indicating 
an image file name stored in the content display data 
221 corresponding to the selected content, reads image 
data stored in a predetermined one of the image flies 
183-1 to 183-K, and displays, in the field 348, an image 
corresponding to the image data), and go back to step 
S1 81 where it will repeat the same procedure. 
£0365] If it is determined , at step S1 86, that there is 
no image related with the selected content, the opera- 
tion goes to step S188 where the display/operation in- 
struction program 112 will display, in the field 34B, an 
image related with the selected content. Then the oper- 
ation goes back to step S1 81 where the same procedure 
will be repeated. 

[0366] If it is determined, at step S1 81 , that a content 
has been played back, the operation goes to step S1 89 
where the display/operation instruction program 1 12 will 
judge whether display of a signal level of a sound cor- 
responding to each frequency band has been set. If it is 
determined that the display has been set, the operation 
goes to step S1 90 where the signal level of a sound cor- 
responding to each frequency band will be displayed in 
the field 348. The operation goes back to step S181 
where the same procedure will be repeated. 
[0367] If it is determined, at step S1 89, that display of 
a signal level of a sound corresponding to each frequen- 
cy band has not been set, the operation goes to step 
S191 where the display/operation instruction program 
1 1 2 will display, in the field 348, a waveform of an output 
sound (signal level corresponding to a time lapse of the 
output sound),- and go back to step S181 where it will 
repeat the same procedure. 

[0368] As in the above, correspondingly to the selec- 
tio n of a package or content or the playback of a co nten t, 
the display/operation instruction program 112 will dis- 
play, in the field 348, any of an image related with the 
package, image related with the content, signal level of 
a sound corresponding to each frequency band and a 
waveform of the output sound. 
[0369] Next, how to combine contents belonging to 
the same original package by the content management 
program 11 1 will be described with reference to the flow 
chart shown in FIG. 55. At step S221 , the content man- 
agement program 111 reads a usage rule file 162 cor- 
responding to a first one of contents to be combined 
from the content data base 1 1 4. At step S222, the con- 
tent management program 111 judges whether the 
number of possible checkouts for the first content is 
equal to the maximum number of possible checkouts for 
the first content. If the number of possible checkouts is 
judge to be equal to the maximum number of possible 
checkouts, the content management program 111 goes 
to step S223 where it will judge whether a playback time 
limit or number of times of playback is set for the first 
content. 

[0370] If it is determined, at step S223, that no play- 
back time limit or number of times of playback is set for 



the first content, the content management program 111 
goes to step S224 where it will read a usage ru le file 1 62 
for the second one of the contents to be combined from 
the content data base 114. At step S225, the content 

s management program 111 judges whether the number 
of possible checkouts for the second content is equal to 
the maximum number of possible checkouts for the sec- 
ond content. If it is determined that the number of pos- 
sible checkouts is equal to the maximum number of pos- 

10 sible checkouts, the content management program 111 
goes to step S226 where it will judge whether a playback 
time limit or number of times of playback is set for the 
second content. 

[0371] If it is determined, at step S226, that no play- 
15 back time limit or number of times of playback is set for 
the second content, the content management program 
111 goes to step S227 where it will judge whether the 
maximum number of possible checkouts for the first 
content is equal to that for the second content. If it is 
•20 determined that the maximum number of possible 
checko uts for th e first content is equal to that for th e sec- 
ond content, the content management program 111 
goes to step S228. 

[0372] At step S228, the content management pro- 
25 gram 1 1 1 reads the first and second contents from con- 
tent files 1 61 of the content data base 114, correspond- 
ing to the first and second contents, respectively, com- 
bines the contents together, and record the combination 
of the contents. That is, the content management pro- 
se gram 111 generates anew contentfile 161 inthecontent 
data base 114, and stores the content combination into 
the content file 161. 

[0373] At step S229, the display/operation instruction 
program 112 generates a name for the content combi- 

ss nation, and stores the content name generated in the 
content data base 114 into the display data file 182. At 
step S230, the content management program 111 al- 
lows the content data base 1 1 4to update the usage rule 
file 162 so that the maximum number of possible check- 

40 outs and number of possible checkouts for the com- 
bined contents is equal to those for the first content, and 
ends the operation. 

[0374] If it is determined, at step S222, that the 
number of possible checkouts for the first content is not 
45 equal to the maximum number of possible checkouts for 
the first content, the operation is ended since the first 
content cannot be combined. If it is determined, at step 
S223, that a playback time limit or number of times of 
playback is setforthefirst content, the operation is end- 
so ed since the first content cannot be combined. 

[0375] If it is determined, at step S225, that the 
number of possible checkouts for the second content is 
not equal to the maximum number of checkouts for the 
second content, the operation is ended since the second 
55 content cannot be combined. If it is determined, at step 
S226, that a playback time limit or number of times of 
playback is set, the operation is ended since the second 
content cannot be combined. 
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[0376] If it is determined at step S227 that the maxi- 
mum number of possible checkouts for the first content 
is not equal to that for the second content, the operation 
is ended since the first and second contents cannot be 
combined. 

[0377] As in the above, the personal computer 1 can 
combine contents which belong to the same original 
package, which are equal in maximum number of pos- 
sible checkouts to each other, which have not been 
checked out, for which no playback time limit or number 
of times of playback are set, and which are recorded in 
the content data base 114. Since contents having not 
been checked out and for which no playback time limit 
or number of times of playback are set are combined 
together, a number of possible checkouts and playback 
time limit or number of times of playback forthe contents 
will not be changed. Therefore, it is possible to prevent 
illegal increase of a number of possible checkouts or il- 
legal change of a playback time limit or number of times 
of playback without any loss of the user's profit. 
[037«] Note that it also suffices to judge whether a 
package to which a package to which contents belong 
is from a CD, not to judge whether the maximum number 
of possible checkouts for one of the contents is equal to 
that for the other content and whether a playback time 
limit or number of times of playback is set for each of 
the contents. If it is determined that the package to which 
the contents belong is from a CD, the contents may be 
combined together. Also note thatforacontent recorded 
from a CD, the maximum number of possible checkouts 
is constant, three for example and no playback time limit 
or number of times of playback is set. 
[0379] Next, how to divide a content by the content 
management program 111 will be described with refer- 
ence to the flow chart shown in FIG. 56. At step S241 , 
the content management program 111 gets a position at 
which. a content is to be divided, for example, a position 
of a played data in the content at a time elapse from start 
of a play or atthe current time. At step S242, the content 
management program 111 reads a usage rule file 162 
for a content to be divided from the content data base 
114. 

[0380] At step S243, the content management pro- 
gram 111 judges whether the number of possible check- 
outs forthe content is equal to the maximum number of 
possible checkouts fro the content. !f it is determined 
that the number of possible times is equal to the maxi- 
mum number of possible checkouts, the content man- 
agement program 111 goes to step S244 where it will 
judge whether a playback time limit or number of times 
of playback is set for the content. 
[0381] If it is determined, at step S244, that no play- 
back time limit or number of times of playback is set for 
the content, the content management program 111 goes 
to step S245 where it will read the content from a corre- 
sponding content file 1 61 of the content data base 114, 
divides the content at a position acquired at step S241 
and records the divided contents. That is, the content 



management program 111 generates a new content f ile 
1 61 in the content data base 114, and stores the divided 
contents into the new content data file 161 . 
[0382] At step S246, the display/operation instruction 
s program 112 generates names forthe divided contents. 
The display/operation instruction program 112 stores 
the content names generated in the content data base 
114 into the display data file 1 82. At step S247, the con- 
tent management program 111 allows the content data 
to base 114 to update the usage rule file 162 so that the 
maximum number of possible checkouts and number of 
possible checkouts forthe divided contents are equal to 
those forthe original content, and ends the operation. 
[0383] If it is determined, at step S243, that the 
15 number of possible checkouts is not equal. to the maxi- 
mum number of possible checkouts, the operation is 
ended since the content cannot be divided. If it is deter- 
mined, atstepS244, that a playback time limit or number 
of times of playback is set for the content, the operation 
so ;s ended since the content cannot be divided. 

[0384] As in the above, the personal computer 1 can 
divided a content which has not been checked out, for 
which no playback time limit or number of times of play- 
back is set, and which is recorded in the content data 
25 base 114. Since a content having not been checked out 
and for which no playback time limit or number of times 
of playback is set, a number of possible checkouts and 
a playback time limit or number of times of playback for 
the content will not be changed. Therefore, it is possible 
30 to prevent illegal increase of a number of possible 
checkouts or illegal change of a playback time limit or 
numberof times of playback without any loss of the us-. 
er"s profit. 

[0385] Note that It also suffices to judge whether a 
35 package to whjch a package to which a content to be 
divided belongs is a one from a CD and for which no 
playbacktime limit or number of times of playback is set, 
not to judge whether a playback time limit or number of 
times of playback is set forthe content, and then divide 
40 the content if it is determined that the package to which 
the content belongs is from a CD. 
[0386] Next, how the personal computer 1 operates, 
when the portable device 6-1 is connected to the USB 
port 23-1 will be described with reference to the flow 
45 chart shown in FIG. 57. At step S261 , when a starter 
program 117 is informed from the operating system of 
the personal computer 1 -1 of the connection of a device 
to the USB port 23-1 , it acquires a device ID for the de- 
vice connected to the USB port 23-1 from the driver 
so 116-1. 

[0387] At step S262, the starter program 117 judges 
whether the portable device 6-1 is connected. If it is de- 
termined that the portable device is not connected, the 
starter program 11 7 returns to step S261 and repeatedly 
ss judges whetherthe portable device 6-1 is connected un- 
til the portable device 6-1 is connected. 
[0388] If it is determined, at step S262, that the port- 
able device 6-1 is connected, the starter program 117 
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goes to step S263 where it will judge whether the dis- 
play/operation instruction program 112 has been start- 
ed. If it is determined, at step S263, that the display/ 
operation instruction program 1 1 2 has not been started, 
the starter program 117 goes to step S264 where it will 
start the display/operation instruction program 112 and 
go to step S265. 

[0389] If it is determined, at step S263, that the dis- 
play/operation instruction program 112 has been start- 
ed, it is not necessary to start the display/operation in- 
struction program 112 and so the starter program 117 
wilt skip overstep S264 to step S265. 
[0390] At step S265 : the display/operation instruction 
program 112 displays a predetermined dialog box to in- 
dicate that the portable device 6-1 is connected. 
[0391] At step S266, the display/operation instruction 
program 112 has the content management program 111 
read a name corresponding to a content stored in the 
portable device 6-1 . At step S267, the display/operation 
instruction program 1 1 2 displays a field 481 in a window 
displayed thereby. At step S268, the display/operation 
instruction program 1 1 2 displays a name corresponding 
to a content stored in Ihe portable device 6-1 . 
[0392] At step S269 : the display/operation instruction 
program 112 judges whether it has been set to automat- 
ically check out a content to the portable device 6-1 
when the latter is connected to the display/operation in- 
struction program 112. If it is determined that it has been 
set to automatically check out a content to the portable 
device 6-1 when the latter is connected, the display/op- 
eration instruction program 112 goes to step S270 
where it will check in a content stored in the portable 
device 6-1 . Contents which can thus be checked in are 
limited to those having been checked out from the per- 
sonal computer 1-1 . 

[0393] At step S271 . the display/operation instruction 
program 112 generates a filtering package based on 
preset filtering data 551 stored in the filtering data file 
181 . At step S272, the display/operation instruction pro- 
gram 112 selects contents to be checked out from the 
generated tittering package, for example, the first ten 
packages. 

[0394] At step S273, the display/operation instruction 
program 112 checks out the selected contents to the 
portable device 6-1 . At step S274, the display/operation 
instruction program 112 updates the display of the field 
481 correspondingly to the checkout of the contents, 
and ends the operation. 

[0395] If it is determined, at step S269, that it has not 
been set to automatically check out contents to the port- 
able device 6-1 when the latter is connected, the display/ 
operation instruction program 112 skips over steps 270 
to 274 and ends the operation since no checkout oper- 
ation is required. 

[0396] As in the above, when the portable device 6-1 
is connected, the personal computer 1 -1 can run the dis- 
play/operation instruction program 112to display names 
corresponding to contents stored in the portable device 



6-1 . Therefore, no operation is required to start the dis- 
play/operation instruction program 1 12 and the user can 
quickly check out a desired content to the portable de- 
vice 6-1 . 

s [0397] If when the portable device 6-1 Is connected, 
it has been set to automatically check out a content 
when the portable device 6-1 is connected to the dis- 
play/operation instruction program 112, the personal 
computer 1 -1 checks in contents stored in the portable 

10 device 6-1 while checking out a predetermined content. 
[0398] Also, when the portable device 6-3 is connect- 
ed to the personal computer 1-1 , a similar operation to 
the above is effected and it will not be described any 
more. 

15 [0399] It has been described in the foregoing that the 
display/operation instruction program 112 judges at step 
S269 whether it has been set to automatically check out 
a content when the portable device 6-1 is connected to 
the display/operation instruction program 112. Note 
so however that it may be set to automatically check out a 
content to the portable device 6-1 when the latter is con- 
nected and the display/operation instruction program 
1 1 2 may judge based on this setting whether it has been 
set to automatically check out a content when the pott- 
os able device 6-1 is connected to the display/operation in- 
struction program 112. 

[0400] In this case, the portable device 6-1 stores at 
a predetermined address in an internal memory thereof 
a flag indicative of whether a content is automatically 

30 checked out. When the portable device 6:1 is connect- 
ed, the display/operation instruction program 112 reads 
the flag indicative of whether a content is automatically 
checked out and stored at the predetermined address 
In the internal memory of the portable device 6-1 , and 

35 judge based on the flag whether it has been set to au- 
tomatically check out a content. 
[0401] Further, in case the internal memory of the 
portable device 6-1 is removable, a flag indicative of 
whether a content is automatically checked out may be 

40 stored at a predetermined address in the removable 
memory. 

[0402] Also it has been described in the above that at 
step S271, the display/operation instruction program 
112 generates a filtering package based on the preset 

45 filtering data 551 stored in the filtering data file 181. 
However, the portable device 6-1 may store the filtering 
data 551 and the display/operation instruction program 
112 may generate a filtering packaging based on the fil- 
tering data 551 stored in the portable device 6-1 . 

so [0403] In this case, for example the portable device 
6-1 stores the filtering data 551 at a predetermined ad- 
dress in the internal memory thereof. When the portable 
device 6-1 is connected, the display/operation instruc- 
tion program 112 reads the filtering data 551 stored at 

ss the predetermined address in the internal memory of the 
portable device 6-1 and generates a filtering package 
based on the filtering data 551 . 
[0404] Further, in case the internal memory of the 
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portable device 6-1 is removable, the filtering data 551 
may be stored at a predetermined address of the remov- 
able memory, 

[0405] Also, the display/operation instruction program 
112 may select a content at random, not based on the 
filtering data 551 , and check out the selected content to 
the content management program 111 . 
[0406] Note that according to a setting made by the 
user, the display/operation instruction program 112 may 
display, in the field 348, an image indicating the level of 
a sound currently being outputted when a content has 
been played back. 

[0407] Also, it should be noted that although it has 
previously been described that the content compression 
method adopted bythe personal computer 1 isATRAC3 
by way of example, the method is not limited to ATRAC3 
but may be any of MP3 (Moving Picture Experts Group 
2 Audio Layer 3), TwinQV (trademark) . AAC (MPEG2 
Advance Audio Coding), etc. 
[0408] Note that although it has previously been de- 
scribed that the content encryption method adopted by 
the personal computer 1 is DES for example, the meth- 
od is not limited to DES but may be any of IDEA (Inter- 
national. Data Encryption Algorithm), RAS which is a 
public key encryption method, elliptical encryption, etc. 
[0409] Also, the content management program 111 
may be executed on a hardware provided independently 
inside the personal computer 1 and which cannot read 
directly the content management program 111, for ex- 
ample. Also, the hardware to execute the content man- 
agement program 111 may be designed to haveatamp- 
ing resistance. 

[0410] The aforementioned series of operations may 
be executable by a hardware, but it may be executable 
by a software. In case the series of operations is to be 
executed by a software, programs composing the soft- 
ware is installed, from a program storage medium, into 
a computer incorporated in a dedicated hardware or a 
general-purpose personal computer, for example, 
whose various functions can be performed with a variety 
of programs insta lied th erein . 

[0411] The program storage medium to store pro- 
grams installed in a computer and executable by the 
computer may be formed from the magnetic disc 41 or 
91 (includingfloppydisc), optical disc42or92 (including 
CD-ROM (compact disc read-only memory), DVD (dig- 
ital versatile disc)), magneto-optical disc 43 or 93 (in- 
cluding MD (mini disc)), package medium such as sem- 
iconductor memo ry 44 or 94, RO M 1 2 or 62 in which the 
programs will be stored provisionally or permanently, or 
HDD 21 or 71, as shown in FIGS. 2 and 3. The programs 
are stored into the program storage medium via an in- 
terface such as communications unit 25 or 73 using a 
cable or radio communications medium such as network 
2 including a local area network or Internet, or digital 
satellite broadcasting. 

[0412] Note that the steps of operation concerning a 
program stored in the program storage medium, de- 



scribed herein, include operations which are effected 
time-serially in the described sequence as well as oper- 
ations not effected time-serially but in parallel or individ- 
ually. 

s [0413] Also note that the "system" referred to herein 
covers an entire assembly of a plurality of apparatuses. 

Industrial Applicability 

10 [0414] According to the present invention having 
been described in the foregoing, since a predetermined 
number of types of data about sound contents is record- 
ed and other types of data about the contents than the 
above types of data are recorded as data which increase 

15 th e types of data, it is possible to record a variety of data 
about contents flexibly and quickly. 



1 . An information processor comprising: 

a first recording means for relating a predeter- 
mined number of types of data about a first con- 
tent as a first main data group with the first con- 
tent and recording the data; and 
a second recording means for relating data of 
types otherthan the first main data group about 
the first content and recording in a sub data 
group; 

the first recording means relating a predeter- 
mined number of types of data about the sec- 
ond content as a second main data group with 
the second content and recording the data, and 
the second recording means relating data of 
types other than the second main data group 
about the second content with the second con- 
tent and recording the data in the sub data 
group. 



2. The apparatus according to claim 1 , wherein the 
second recording means records the usage rule for 
the contents as the other types of data. 



3. The apparatus according to clam 1 , wherein the 
second recording means records, as the other 
types of data, data used to control a device using 
the contents 

4. The apparatus according to claim 1 , further com- 
prising: 

means forjudging, when reading data about a 
content, whether the type of data to be read is 
that of data recorded in either the main data 
group or sub data group; and 
means for searching for data from a plurality of 
main data groups or sub data groups based on 
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the result of the search made by the data 
searching means. 

5. An information processing method comprising: 

a first recording step of relating a predeter- 
mined number of types of data about a first con- 
tent as a first main data g roup with th e f i rst con- 
tent and recording the data; and 
a second recording step of relating data of »o 
types other than the first main data group about 
the first content and recording in a sub data 
group; 

a predetermined number of types of data about 
the second content being related as a second is 
main data group with the second content and 
recorded at the first recording step; and 
data of types other than the second main data 
group about the second content being related 
with thesecond content and recorded in the sub 20 
data group at the second recording step. 

6. The method according to claim 5, further compris- 
ing: 

25 

a judging step of judging, when reading data 
about a content, whether the type of data to be 
read is that of data recorded in either the main 
data.group or sub data group; and 
a data searching step of search ingfor data from 30 
a plurality of main data groups or sub data 
groups based on the result of the search made 
at the data searching step. 

7. A program storage medium having stored therein a 35 
computer-readable program for use in the above in- 
formation processing apparatus and method, the 
program comprising: 

a first recording step of relating a predeter- 40 
mined number of types of data about a first con- 
tent as a first main data group with the first con- 
tent and recording the data; and 
a second recording step of relating data of 
types otherthan the first main data group about 45 
the first content and recording the data in a sub 
data group; 

a predetermined number of types of data about 
the second content being related as a second 
main data group with the second content and so 
recorded at the first recording step; and 
data of types other than the second main data 
group about the second content being related 
with th e second content and recorded in the sub 
data group at the second recording step. ss 

8. The medium according to claim 7, the program fur- 
ther comprising: 



a judging step of judging, when reading data 
about a content, whether the type of data to be 
read is that of data recorded in either the main 
data group or sub data group; and 
a data searching step of searching fordatafrom 
a plurality of main data groups or sub data 
groups based on the result of the search made 
at the data searching step. 
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METHOD AND SYSTEM FOR ELECTRONIC DELIVERY OF COUPONS 
BACKGROUND OF THE INVENTION 

Technical Field 

The present invention relates generally to product and 
service merchandising through distribution of electronic 
coupons, gift certificates and the like. 
Description of the Related Art 

Recently, the computer industry has sought to add computer 
processing and communications capabilities to devices other than 
what would normally be considered a traditional computer. Such 
devices include, for example, personal digital assistants 
(PDAs), business organizers, watches, PCMCIA-based credit card 
organizers, and other handheld or "palm" devices. These devices 
typically include technology and software (e.g., 3Com Hot Sync®) 
to enable the user to synchronize data between the device and 
desktop software or another personal information manager (PIM) 
such as Microsoft Outlook. To synchronize data, the PDA is 
connected to a desktop either directly (e.g., by placing the PDA 
in a cradle that is connected to the desktop) or indirectly via 
an infrared link, a modem or a network. Once the connection is 
established, information or data located in the desktop computer 
may be communicated and stored in the PDA. 

It is known in the art to display product or service 
coupons on pages that are available through the Internet's World 
Wide Web information retrieval system. A user of a computer may 
access those pages through use of a conventional Web browser. 
The user navigates to a given page, which is then saved to a 
file or printed. The hard copy of the coupon may then be 
carried by the user directly to a retail location and used to 
receive a discount on a given purchase. 

It would be desirable to provide improved methods and 
systems for electronic delivery and use of coupons (namely, 
discount coupons, gift certificates, redeemable vouchers and the 
like) that could take advantage of the existing state-of-the-art 
of Internet and PDA technology. 
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BRIEF SUMMARY OF THE INVENTION 

According to one embodiment of the present invention, an 
electronic or "virtual" coupon is obtained when a user selects a 
given link in a Web page being displayed on a client machine. 
Preferably, the link is an image link embedded on a Web site 
and/or in ah advertising banner that is displayed on the Web 
page such that user click- through on the banner automatically 
generates the virtual coupon. The virtual coupon is then saved 
to a file on the client machine. Thereafter, the virtual coupon 
is downloaded to a PDA via a communication link when the PDA is 
synchronized to the desktop. When the virtual coupon is 
downloaded to the PDA, it is automatically saved in a coupon 
file. In addition, contact information associated with the 
coupon provider (e.g., address, web site URL, map and e-mail 
information) is automatically written to the PDA contact file. 
Moreover, the coupon's expiration date is stored in PDA's 
calendar, together with information for generating one or more 
redemption remainders that are periodically issued to the PDA 
user. when the device is powered on. When the user desires to 
redeem the coupon, he or she may take the PDA" to a terminal 
located at a retail establishment. By synchronizing the PDA to 
the terminal, the virtual coupon is redeemed in exchange for a 
discount on a given product or service. Alternatively, the 
coupon may be redeemed for an online purchase by connecting the 
PDA to a Web site, e.g., using a wireless connection. 

According to another embodiment of the invention, a user of 
a PDA having a wireless Internet connection may navigate to a 
Web site and select a link (e.g., a link in an advertising 
banner) and receive the yirtual coupon directly. 

According to the invention, a central web site may be used 
to manage the distribution of the virtual coupons. In 
particular, an advertiser that desires to issue virtual 
discounts may register its coupons with the web site, perhaps 
for a given fee. Later, when users click through banner 
advertisements that include links to the web site, the users are 
seamlessly redirected to the site, which records the 
transactions and issues the virtual coupons. The site maintains 
a database of users who have downloaded virtual coupons, and 
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such information is also available for collateral promotional 
activities relating to the service. 

Alternatively, a given advertiser (e.g., a retail 
department store) may offer the virtual coupons from its own 
site. In this case, the user navigates to the advertiser's site 
and selects the virtual coupon, which is then downloaded to the 
PDA (either through the user's PC-PDA link) or to the PDA 
directly as previously described. 

The foregoing has outlined some of the more pertinent 
objects and features of the present invention. These objects 
should be construed to be merely illustrative of some of the 
more prominent features and applications of the invention. Many 
other beneficial results can be obtained by applying the 
disclosed invention in a different manner or modifying, the 
invention as will be described. Accordingly, other objects and 
a fuller understanding of the invention may be had by referring 
to the following Detailed Description of the Preferred 
Embodiment . 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present invention 
and the advantages thereof, reference should be made to the 
following Detailed Description taken in connection with the 
accompanying drawings in which: 

Figure 1 is a representative Internet operating environment 
in which the present invention may be implemented; 

Figure 2 illustrates the transfer of the virtual coupon 
from the user's desktop computer to his or her PDA; 

Figure 3 is a representative data file comprising a virtual 
coupon; and 

Figure 4 is an alternative embodiment of the invention 
wherein a user of a PDA downloads a coupon directly from a 
server. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 

A known Internet client-server system is implemented is 
illustrated in Figure 1. A client machine 10 is connected to a 
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Web server 12 via network 14. For illustrative purposes, 
network 14 is the Internet, an intranet, an extranet or any- 
other known network. Web server 12 is one of a plurality of 
servers which are accessible by clients, one of which is 
5 illustrated by machine 10. A representative client machine 
includes a browser 16, which is a known software tool used to 
access the servers of the network. The web server supports 
files (collectively referred to as a web site) in the form of 
hypertext documents and objects. In the Internet paradigm, a 
10 network path to a server is identified by a so-called Uniform 
Resource Locator (URL). 

A representative web server 12 is an IBM Netfinity server 
comprising a RISC-based processor 18, the AIX® operating system 
20 and a web server program 22, such as Netscape Enterprise 
15 Server. The server 12 also includes a display 24 supporting a 
graphical user interface (GUI) for management and 
administration, and an Application Programming Interface (API) 
23 that provides extensions to enable application developers to 
. extend and/or customize the core functionality thereof through 
20 software programs including Common Gateway Interface (CGI) 

programs, plug-ins, servlets, active server pages, server side 
include (SSI) functions or the like. 

A representative Web client is a personal computer that is 
x86-, PowerPC®- or RISC-based, that includes an operating system 
25 such as IBM® OS/2® or Microsoft Windows '95, and that includes a 
Web browser, such as Netscape Navigator 4.0 (or higher), having 
a Java Virtual Machine (JVM) and support for application plug- 
ins or helper applications. 

Also illustrated in Figure 1 is a representative handheld 
30 computing client device 15 such as a personal digital assistant 
or PDA. The device typically includes a handheld stylus 17 for 
inputting information to the device. A representative device is 
marketed by Palm Computing, Inc., a 3Com Company, under the- Palm 
V™ Organizer trademark. PDA 15 also includes synchronization 
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software 19 that interfaces with an associated routine supported 
in the desktop computer to facilitate synchronization of data 
between the desktop and the PDA over a communications link 21 
(e.g., an infrared, serial or wireless connection). 
5 Representative PDA devices include a x86-, PowerPC®- or RISC- 
based processor, a realtime operating system such as WindRiver 
VXWorks™, QSSL QNXNeutrino™, PalmOS, or Microsoft Windows CE, a 
Web browser or other graphics viewer, device drivers, control 
software, and a modem. These devices also include non-volatile 

10 memory, as well as system memory (namely, RAM) . 

While PDA is illustrated as a handheld organizer, any type 
of portable computing device can be used. These include, 
without limitation, business organizers, PCMCIA-based 
organizers, smart watches, Internet appliances, and other such 

15 devices. 

A client machine and the PDA implementing the inventive 
protocol described below includes appropriate software for 
requesting and/or responding to given messages, and for 
extracting the data of interest. Such software is executable in 
2 0 a processor, namely, as a set of instructions (program code) in 
a code module resident in the random access memory of the 
computer. Until required by the computer, the set of 
instructions may be stored in another computer memory, for 
example, in a hard disk drive, or in a removable memory, or 
25 downloaded via the Internet or other computer network. 

As also illustrated in Figure 1, one of the servers in the 
network may be a central or clearinghouse server 25 (which may 
be a group of such servers) . This site includes a database 27 
for supporting a set of virtual coupons available for download 
30 to client machines according to the invention. A given virtual 
coupon 40, as illustrated in Figure 3, may comprise a data file 
of information including, without limitation, a discount offer 
42, contact information 44 (e.g., e-mail address, customer 
service or other telephone numbers), an expiration date 46, 
35 reminder data 48 for generating redemption reminders, retail 
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location information 50, a map 52, a hyperlink 54 to the 
provider's web site, and other such useful information. 
Providers of virtual coupons preferably store those coupons in 
the database. The operator of the server 25 may provide the 
5 virtual coupon distribution service for a fee. The virtual 

coupons are served with web pages in a conventional manner. In 
particular, given web sites contract with the server 25 to 
access the stored virtual coupons. When those web sites are 
later accessed by users with client machines, the virtual 
10 coupons are selectively served, e.g., as banner advertisements 
with embedded links to the web server 25. 

Returning now back to Figure 1, it is now assumed that a 
web page displaying a banner advertisement (or other clickable 
. graphic or text) having an associated virtual coupon link is 
15 being rendered on a client machine. When the user of that 
machine selects the advertisement, the client's browser is 
redirected to the server 25, which then serves the virtual 
coupon back to the client. At this point, a pop-up window or 
other announcement, (e.g., an e-mail) may be provided to the user 
20 at the client machine indicating that the virtual coupon offer 
has been delivered. The virtual coupon and, in particular, the 
data file, is then stored in the client machine. Preferably, 
the virtual coupon file is maintained in a non-volatile storage 
area of the client (e.g., the hard disk). 
25 Referring now to Figure 2, when the user later synchronizes 

his or her PDA device to the client, the virtual coupon is 
automatically downloaded to the PDA. Preferably, the virtual 
coupon is stored in the memo or notepad section of the PDA (or, 
alternatively, in a specific PDA coupon organizer) , the contact .' 
30 information is automatically supplied to the PDA contact file, 

and the expiration date information . is automatically supplied to 
the PDA calendaring system. If the PDA has graphics capability 
(e.g., a browser or rendering engine), the map data may be 
stored for subsequent recall and display. In addition, the 
35 redemption reminder data is provided to the PDA calendar to 
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facilitate display of periodic reminders to the user. Thus, for 
example, when the user powers on the PDA on a given day tagged 
for a reminder, a message (e.g., "you have 2 days left to redeem 
your American Airlines travel voucher) is posted to the PDA 
display. Preferably, expired coupons are automically deleted 
from storage, although the contact information is preferably 
maintained for future use. 

As one of ordinary skill will readily appreciate, the 
present invention offers numerous advantages. With the 
inventive technique, the consumer is able to "clip" coupons on 
the web and organize them in a PDA or other portable computing 
device. In particular, given virtual coupons may be readily 
organized into different selectable groups (e.g., food, 
entertainment, travel, retail, etc.) for ease of retrieval and 
use. The user need no longer worry about locating and carrying 
the actual paper. 

When incorporated within a web page or other application, 
such as a web calendar, users click through a licensed 
advertising banner and seamlessly transfer a virtual coupon to a 
PDA that is ready for redemption. Thus, for example, if a user 
is already registered with and a user of a web calendar, the 
user synchronizes his client PIM with his personal web calendar, 
and the user uses a PDA, the user may click through a virtual, 
coupon banner and transfer the coupon to the PDA directly. 

For the advertiser, the present invention provides another 
distribution mechanism for coupons. The virtual coupon affords 
advertisers the ability to target their advertisements and 
reduce costs. Advertisers pay standard web advertising banner 
fees, but only pay one fee when the coupon is downloaded. 
Advertisers may share revenues if there is a sale. The 
inventive distribution technique is a value-added advertising 
banner that is convenient, accessible, private, and readily 
integrated into existing web and PDA technologies. As 
described above, the virtual coupon is not a paper coupon 
(although it could be) but, rather, is a true digital coupon 
obtainable on the Internet (or via an intranet or other computer 
network) by either clicking a banner advertisement or, 
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alternatively, navigating to a site that supports the virtual 
coupon functionality. As noted above, the banner advertisement 
offers the consumer a free coupon for the product the consumer 
wants, preferably by clicking the banner. 

There are many variants of the above-described scheme. 
Thus, for example, the user may access the Internet directly 
with a PDA device, such as illustrated in Figure 4. In this 
example, the PDA 60 (e.g., a Palm VII device) has a wireless 
Internet connection over network 62 to the server 64 from which 
coupons are available. As noted above, server 64 may serve 
coupons directly, or it may cause such coupons to be served to 
the PDA by redirecting a request to another server 66 that 
actually serves the coupons. In either case, the coupons are 
served directly to the PDA, which then stores them as previously . 
described. In this manner, the user is not required to first 
download the virtual coupons to his or her PC and then, later, 
transfer those coupons to the PDA through the infrared or other 
link. 

As used herein, a "coupon" should be broadly construed to 
cover any offer that can be redeemed for some product, service, 
credit or the like. Thus, a coupon includes a gift certificate, 
a redeemable voucher, a percentage discount, a merchandise 
credit, and the like. 

Although not illustrated in detail, it should be 
appreciated that appropriate security techniques may be used to 
ensure integrity of the coupon delivery mechanism of the present 
invention. Thus, for example, the coupon may be downloaded 
{either to the PC or the PDA) as an unalterable digital image or 
with a verifying code {e.g., a digital watermark, a checksum, or 
the like) . This would prevent alteration of the coupon's 
expiration date, for example. If desired, the coupon may be 
downloaded from the network to the PC or PDA over a secure link 
{e.g., a secure sockets layer) or using an appropriate 
encryption scheme {e.g., PGP). Another desirable fraud 
prevention technique is to associate a given identifier (e.g., a 
coupon serial number) with a given user (or user identifier, 
such as a cookie) . Thus, for example, the given identifier may 
be associated with the given user when the user first downloads 



WO 00/68858 



PCT/US00/12955 



-9- 

the coupon. When the user desires to redeem the virtual 
coupon, the coupon is first authenticated before it is honored. 
One technique for authenticating the coupon (or the user, as the 
case may be) is to have the redemption site send a message to a 
server that issued the coupon or that manages such validity 
checks . 

Of course, virtual coupons may also be managed directly 
through a user's PC, instead of using the PDA. In this way, a 
user may navigate to a site (e.g., a Neiman-Marcus web site), 
select an item that generates a virtual coupon to the user's 
computer, and then later redeem that virtual coupon in a virtual 
manner (e.g., in an online manner) . 

Although the various methods described herein are 
conveniently implemented in a general purpose computer 
selectively activated or reconfigured by software, one of 
ordinary skill in the art would also recognize that such methods 
may be carried out in hardware, in firmware, or in more 
specialized apparatus constructed to perform the required method 
steps . 

Further, as used herein, a "client" should be broadly 
construed to mean any computer or component thereof directly or 
indirectly connected or connectable in any known or later- 
developed manner to a computer network, such as the Internet. 
Of course, a "client" should be broadly construed to mean one 
who requests or gets the file, and "server" is the entity which 
downloads the file. 

Having thus described my invention, what I claim as new and 
desire to secure by Letters Patent is set forth in the following 
claims. 
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CLAIMS 

1. A method of distributing and using electronic coupons, 
comprising the steps of: 

displaying on a client a Web page having a clickable 
graphic ; 

in response to selection of the clickable graphic, serving 
a digital file to the client, the digital file including a 
coupon offer and given contact information; at a later time, 
transferring the digital file from the client to a portable 
computing device; 

storing the coupon offer and saving the given contact 
information in a contact database in the portable computing 
device . 

2. The method as described in Claim 1 further including 
the step of redeeming the coupon offer at a retail 
establishment. 

3. The method as described in Claim 1 wherein the digital 
file also includes other data transferred to the portable 
computing device. 

4. The method as described in Claim 3 wherein the other 
data includes a map. 

5. The method as described in Claim 3 wherein the other 
data includes a hyperlink to a provider's web site. 

6. The method as described in Claim 3 wherein the other 
date includes reminder dates. 

7 . The method as described in Claim 6 wherein the 
reminder dates are used to generate reminder messages on the 
portable computing device. 

8. The method as described in Claim 1 wherein the digital 
file is served from a server at which a plurality of 
digital files are maintained. 
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9. A method of distributing and using electronic coupons, 
comprising the steps of: 

displaying on a portable digital assistant (PDA) 
information including a link; 

in response to selection of the link, serving a digital 
file to the PDA, the digital file including a coupon offer, 
given contact information, and an expiration date; 

storing the coupon offer and saving the given contact 
information in a contact database in the PDA; and 

at a later time, but prior to the expiration date, 
redeeming the coupon offer. 

10. The method as described in Claim 9 wherein the digital 
file includes an unalterable image of a coupon. 

11. The method as described in Claim 9 wherein the digital 
file is served to the PDA over a secure link. 

12. The method as described in Claim 9 wherein the coupon 
offer is associated with a given user identifier to prevent use 
of the coupon offer by a third party. 

13. The method as described in Claim 12 wherein the given 
user identifier is a cookie. 




10- 



j PC 


COUPON OFFERS 




SYNCH 


PDA 







-15 



' COUPON STORE 



FOOD: 



FTO- 2: 



WO 00/68858 



2/2 



PCT/US00/12955 



40 




i _ 




DISCOUNT OFFERS 42 




CONTACT INFORMATION^ 


-44 


EXPIRATION DATE-^ 46 




REMINDER DATA-^ 48 


/-50 


LOCATION INFORMATION - 


MAP-n^ 52 




HYPERLINK-^ 





FIG. 3 




FIG. 4 



INTERNATIONAL SEARCH REPORT 



International application No. 
PCT/USOO/ 12955 



A. CLASSIFICATION OF SUBJECT MATTER 

IPC(T) :G06F 17/60 

OS CL :705/14 
According lo International Patent Classification (IPC) or 



FIELDS SEARCHED 



Minimum documentation searched (classification system Followed by classification symbols) 
. U.S. : 705/14, 1, 16, 26 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 
Please See Extra Sheet. 



Electronic data base consulted during the 
Please See Extra Sheet. 



e of data base and, where practicable, search te 



DOCUMENTS CONSIDERED TO BE RELEVANT 



Citation of document, v 



e appropriate, of the relevant passages 



Relevant to claim No. 



US 5,806,044 A (POWELL) 08 September 1998, the background 
and the summary of the invention, fig.lA, col.4 lines 58-67, col.5 
lines 6-21 and 32-50, col.6 lines 58-67, col.7 lines 7-30, col.7 line 
64 to col.8 line 3, col.9 lines 54-65, col. 12 line 61 to col. 13 line 11. 

US 6,009,410 A (LEMOLE ET AL.) 28 December 1999, the 
abstract, background and the summary of the invention, col.3 lines 
27-65. 

US 6,049,779 A (BERKSON) 11 April 2000, col. .4 lines 25-43, 
col. 11 lines 14-36. 

US 5,305,197 A (AXLER etal.) 19 April 1994, the background and 
the summary of the invention, col. 2 lines 45-67. 



1-13 
1-13 



| x| Further documents arc listed in the continuation of Box C. | | See patent family ai 



document defining die general state or die art 
earlier document published on or after the ii 



the principle or theory underlying llie invention 
"X" document of particular relevance; llie claimed inv4 



It inventive step when the A 



n of the international search 



09 AUGUST 2000 



Date of mailing of the international search report 

23 AUG 2000 



Name and mailing address of the ISA/US 
Commissioner of Falenis and Trademarks 
Box PCT 

Washington, D.C 20231 

Facsimile No. (703) 305-3230 



Authorized officer 

CUONG H. NGUYEN 
Telephone No. (703) 305-4553 



Form PCT/ISA/210 (second sheet) (July 1998)* 



INTERNATIONAL SEARCH REPORT 



International application No. 
PCT/USOO/ 12955 



C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No. 



Y,P 
Y 



US 5,249,044 A (VON KOHORN) 28 September 1993, col.6 lines 
23-45. 

US 6,026,369 A (CAPEK) 15 February 2000, the description of 
prior art. 

US 5,948,061 A (MERKJMAN et al.) 07 September 1999, col.3 
line 64 to col.4 line 11, col. 5 lines 10-48, col.7 lines 15-30, col. 8 
lines 61-67. 

US 5,992,888 A (NORTH et al.) 30 November 1999, col.9 lines 8- 
26. 

US 4,882,675 A (N1CHTBERGER et al.) 21 November 1989, 
col.23 lines 3-10. 

US 5,970,469 A (SCROGGIE et al.) 19 October 1999, col. 11 1-25. 

US 4,097,067 A (SCHECHTER) 27 June 1978, the background 
and the summary of the invention, col.l lines 30-58, col.3 lines 6- 
23, col.6 lines 18-36. 

US 5,821,513 A (O'HAGAN et al.) 13 October 1998, col. 11 lines 
14-35. 

US 5,734,823 A (SAIGH et al.) 31 March 1998, the background 
and the summary of the invention. 

US 5,773,954 A (VANHORN) 30 June 1998, the background and 
the summary of the invention. 

US 4,010,964 A (SCHECHTER) 08 March 1977, the summary. 

JP 407327094 A (KURIHARA) 12 December 1995, the constitution 
of the invention. 



1-13 
1-13 



1-13 
1-13 



Form PCT/1SA/210 (continuation of second sheet) (July 1998)+ 



INTERNATIONAL SEARCH REPORT 



International application No. 
PCT/US007 12955 



B. FIELDS SEARCHED 

Documentation other than minimum documentation that are included in the fields searched: 

DOWNES ET AL. , BARRON'S DICTIONARY OF FINANCE AND INVESTMENT TERMS, 5TH EDITION, 1998. 
HARCOURT: AP DICTIONARY OF SCIENCE AND TECHNOLOGY 
MICROSOFT PRESS COMPUTER DICTIONARY, 3RD EDITION. 

B. FIELDS SEARCHED 

Electronic data bases consulted (Name of data base and where practicable terms used): 

WEST2.0/DERWENT, DIALOG CLASSIC, NPL (PROQUEST DIRECT, CORPORATE RESOU RCENET) , 
ECOMMERCE-GUIDE.COM, ECOMMERCE WEB0PED1 A, ENCYCLOPEDIA BRITANNIC A ONLINE, 
search terms: distribute, coupon, redeem, graphic, display, client, Web, clickable, transfer, store, data, hyperlink, map. 
reminder, date, message, secure link, prevent, identifier, user, cookie, offer, PDA or portable digital assistant 



L 



Form PCT/ISA/210 (extra sheet) (July 1998)* 



